NMPABUJIA 3A SALLUTA HA INMHUTE OAHHA
FNABA 1. OBLLUM NMOJTIO>XKEHUA

Yn. 1. C HacTosAwmMTEe NpaBuna 3a 3awmra Ha JNYHUTE
OaHHMU ce onpepensaT nonuTukara n HeobxooumuTe
TEXHWYECKM W OpraHu3auyoHHM MEPKU 3a 3awmrta Ha
JINYHUTE [OaHHW Ha KJIMEHTUTE, KOHTpareHTuTe wu
cnyxutenute Ha ,MapkeTBmxbH @anHbHC® OO[
(Apy>xectBoTO) CbrMacHo PernameHT (EC) Ne 2016/679
Ha EBponelickus MNapnameHT 1 Ha CbBeTa oT 27 anpwn
2016 roguHa OTHOCHO 3awmTata Ha umamyeckuTe nuua
BbB Bpb3ka C 0bpaboTBaHeTO Ha NuyHKM AaHHu (OP3M),
3akoHa 3a 3awmTa Ha nnyHuTe gadHu (33J14) 1 BCUYKM
OPYrv NPUIoXKMMM NOL3aKOHOBWN HOPMATVBHN aKTOBE.

Yn. 2. (1) HactoswwmTte npasBunia ca 3agb/mKUTenHu 3a
BCUYKIM cny>xuTenn Ha [py>XecTBOTO 1 ca HaCOYEHU KbM
ocurypsisaHe Ha afekBaTHO HMBO Ha 3awura Ha
noaobp>XXaHuTe PerncTpu C MYHW OaHHW OT Cly4danHo
UM HE3aKOHHO YHWLLOXaBaHe, OT criyyarnHa 3aryba, oT
HenpaBoMepeH bocTbn, N3MeHeHne nnm
pasnpocTpaHeHne, KakTo 1 OT ApYrn HE3aKOoHHN hopMin
Ha obpaboTBaHe.

(2) lMpaBunata wvHpoOpMUMPAT  CAYXUTENUTE  Ha
Lpy>XecTBOTO 3a MpaBata MM KaTo CyOeKkTW Ha JINYHU
naHHu cernacHo OP3[. C npasunata py>KecTBOTO Lenu
CbLLO Taka fa NpuioXu MepPKWU, KOUTO OTroBapsT Mo-
cneumanHo Ha MpUHUMNMTE 3a 3awmTta Ha aHHWTe Ha
eTana Ha MPOEKTMPaHETO M 3aWmTa Ha gaHHuMTe Mo
nogpasbupaHe, KOUTO MEPKU ce napassear, inter alia, B
cBeXpaHe OO0 MUHUMYM Ha o6paboTBaHETO Ha JINYHU
OaHHKW, TCEeBAOHMMM3VPaHe Ha JINYHU JaHHM  Ha
Bb3MO>KHO Hal-paHeH eTar, Npo3pa4vyHOCT MO OTHOLLEHWE
Ha yHKUMMTE U 0OpaboTBaHETO Ha JIMYHW OaHHW,
Cb3aBaHe Ha Bb3MOXHOCT 3a cybekTa Ha [aHHW 3a
poctbn o o06paboTBaHUTE [OaHHW, Bb3MOXHOCT 3a
Lpy>XecTBOTO fa cb3gasa 1 nonobpsisa enemMeHTUTe Ha
CUrypHocTTa.

Yn. 3. Bcuukn obpaboTBaHM NUYHM AaHHW LWe 6bpaT
TpeTnpaHn Kato cTporo noBeputesiHn. OCHOBHUTE
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DATA PROTECTION RULES
CHAPTER I. GENERAL PROVISIONS

Art. 1. These Rules on personal data protection determine
the policy and the necessary technical and organisational
measures for the protection of personal data of clients,
contractors and employees of MarketVision Finance OOD
(Company), according to Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016
on the protection of individuals with regard to the
processing of personal data (GDPR), the Personal Data
Protection Act (PDPA) and all other applicable
regulations.

Art. 2. (1) These Rules are mandatory for all employees of
the Company and are aimed at ensuring an adequate level
of protection of the maintained registers with personal
data from accidental or illegal destruction, accidental loss,
illegal access, modification, or distribution, as well as from
other illegal forms of processing.

(2) These Rules shall inform the employees of the
Company about their rights as subjects of personal data
according to GDPR. With these Rules, the Company also
aims to implement measures that comply in particular with
the principles of data protection at the design stage and
data protection by default, which measures are, inter alia,
to minimise the processing of personal data,
pseudonymization of personal data at the earliest possible
stage, transparency regarding the functions and
processing of personal data, creation of an opportunity for
the data subject to access the processed data,
opportunity for the Company to create and improve the
security elements.

Art. 3. All processed personal data shall be treated as
strictly confidential. The main principles that are applied
by the Company in the processing of personal data are:



MPVHUMNK, KOWUTO ce npunarat oT [py>XXecTBoTo npu
06paboTBaHETO Ha JINYHW OaHHU ca:

1. 3aKOHOCBHOOPA3HOCT, [06POCHLBECTHOCT n
Npo3payHoCT MNpe3 LUenva npoLec Ha obpaboTBaHe Ha
JINYHW OaHHW;

2. OrpaHW4YeHne Ha UenuMTe - JINYHUTE AaHHWU, KOWUTO
LOpyxecTBOoTO 006paboTBa, Ce CbbupaT 3a KOHKPETHW,
N3PUWYHO yKa3aHu 1 NErMTUMHU LIENN N He ce obpaboTeaT
Mo Ha4vH, HECbBMECTUM C TE3MN LENK;

3. [pyxecTBOTO cBexaa 40 MUHUMYM JIMYHUTE AaHHM,
KouTo obpaboTBa, U Te Ce orpaHuyaBaT OO0 Takuea,
HeobxoOnmK 3a LiennTe, 3a KoMTo ce obpaboTeaT, 6e3 Aa
N31CKBA U3NULLIHW OAHHW;

4. TOYHOCT npu o06paboTBaHETO Lpy>xecTBOTO
noggbpXxa B akTyaneH BWUA JMYHUTE LaHHW, KOWUTO
06paboTsa, U NpegnpuemMa BCUYKIM pasyMHN MEPKU, 3a Aa
ce rapaHTUpa CBOEBPEMEHHOTO W3TPUBaAHE WM
KOopuUrmpaHe Ha HETOYHM NIMYHWU [aHHW, KaTo ce umar
npensua LennTe, 3a KOUTO Te ce 06paboTBaT;

5. orpaHnyeHne Ha CbXpPaHEeHWETO — NINYHUTE OaHHU ce
CbXpaHsiBaT BbB  opma, KOATO  Mno3Bonsiza
naeHTnMLMpaHeTo Ha cybekTa Ha AaHHUTe 3a Nepuog,
He No-AbJTbI OT HEO6XOAMMOTO 3a LenuTe, 3a KOUTO ce
obpaboTBaT, Kato ce B3emar npeaBuL  BCUYKMK
NPUIOXUMIN HOPMaTMBHM CPOKOBE 1 pasnopeadu, KouTo
Lpy>xecTtBOTO TPsibBa Oa cnasBea;

6. USNOCTHOCT U MOBEPUTESIHOCT — JINYHUTE OaHHU Ce
06paboTBaT MO Ha4uH, KOWTO rapaHTupa MnoaxoOsLLlo
HMBO Ha CUIypHOCT, BKJ/IIOUNTENHO 3almta  CpeLly
HepaspeLeHo NI HeE3aKOHOCHO6pa3Ho obpaboTBaHe U
cpewly cnydamHa  3aryba, yHuWOXaBaHe WU
noBpexXaaHe, KaTto ce nNpunaraT NoaXoLALLM TEXHNYECKN
U OpraHn3aLoHHN MEPKNA.

Un. 4. CbrnacHo HacTosaLWwmTe NpaBuna:

1. ,,UTbXKHOCTHO JiMLe 10 3alyura Ha JIMHHUTEe AaHHu”
anN3na) e dwusmyecko  nuue,  NpuTexXasallo
HeobxogumaTa KOMMETEHTHOCT W NpodecnoHanHn
KayecTBa, KOETO € HasdHayeHo OT [lpy>XecTBOTO BbLB
Bpb3Ka CbC crnassaHe Ha NPWIOXMMOTO
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1. legality, good faith, and transparency throughout the
process of personal data processing;

2. restriction of the purposes - the personal data, which
the Company processes, are collected for specific,
expressly indicated, and legitimate purposes and are not
processed in a way, incompatible with these purposes;

3. the Company shall minimise the personal data it
processes, and it shall be limited to those necessary for
the purposes for which they are processed, without
requiring redundant data;

4. accuracy in processing - the Company maintains up-
to-date personal data, which it processes and takes all
reasonable measures to ensure the timely deletion or
correction of inaccurate personal data, considering the
purposes for which they are processed;

5. restriction of storage - personal data are stored in a
form that allows the identification of the data subject for a
period not longer than necessary for the purposes for
which they are processed, considering all applicable
regulations and provisions that the Company must
comply;

6. integrity and confidentiality - personal data shall be
processed in a way that ensures an appropriate level of
security, including protection against unauthorized or
unlawful processing and against accidental loss,
destruction, or damage, by applying appropriate technical
or organizational measures.

Art. 4. According to these Rules:

1. “Data Protection Officer” (DPO) shall mean a natural
person with the necessary competence and professional
qualities, who is appointed by the Company in connection
with the observance of the applicable legislation and



3aKoHOOAaTeNCTBO WM KOHTPON MNpu ocurypsasaHe Ha
HeO6XO,EI,I/IMI/ITe TeXHN4YECKN N opraHn3aunoHH MepKn 3a
3aljta Ha NTM4YHUTE OaHHW;

2. ,MYHW pgaHHM” O3Ha4yaBa BcCska WHdopmauus,
OoTHacsawa ce [o Guanyecko nmue, KOeTo €
noeHTUUMpaHo nnm Moxe ga 6bae noeHTUGUUMPaHo
NPSIKO UMM HENPSIKO NO-CrneumanHo Ypes ngeHtndukaTop
Kato uMme, WOEHTUUKAUNOHEH HOMEpP, QaHHW 3a
MECTOHaxoXXaeHne, TeneoH nnn no eanH UnNn noeedve
crneundnyHn NnpusHaum;

3. ,06paboTBaHe Ha IMYHU faHHN” e BCAKO OelCTBMUe Nnn
CbBKYMHOCT OT AeNCTBMS, KOUTO MoraT [a ce U3BbpLuBaT
Mo OTHOLIEHWE Ha NNYHWUTE OaHHW C aBTOMaTUYHU UNn
Opyrn  cpefdcTBa, Kato  CcbOWpaHe,  3anvcBaHe,
opraHuaunpaxe, CTPYKTYpUupaHe, CcbXpaHsaBaHe,
afanTupaHe, U3BMYaHe, ynotpeba, pasnpocTpaHsaBaHe,
KOMGUHMpaHe, orpaHvyaBaHe, n3TpusaHe unu
YHULLOXXaBaHe;

4. ,perucTep Ha JIMYHU [aHHU” e BCEeKU CTPYKTypupaH
Habop OT JIMYHW [aHHW, [OOCTbMbT [O KOWTO ce
OCBbLLECTBSABA CbI1aCHO onpeneneHn KpUTepun.

FNABA II. OBLLO OMNMUCAHUE HA NOAABP>XXAHUTE
PETMCTPWU. KATETOPUN INYHU OAHHU N
OCHOBAHME 3A OBPABOTBAHE

Un. 5. dpy>XecTBOTO BbBEXOA MOAXOOALLMN TEXHNYECKN U
OpraHu3auuoHHN MepKK, 3a da ce rapaHtipa, 4Ye no
nogpasbupaHe ce 06paboTeaT camo SIMYHU SaHHW, KOUTO
ca HeobxogyMn 3a BCsKa KOHKpeTHa Uuen Ha
obpaboTBaHeTo. ToBa 3agb/KEHNE Ce OTHAcs [o obema
Ha cbbpaHWTe JIMYHM  OaHHKW,  CTeneHta  Ha
06paboTBaHeTO, MNepuvoda Ha CbXPaHsBaHETO VM U
TaxHaTa [ocTbhnHOoCT. [lo-cneuwanHo, NogobHU MepKM
rapaHTupar, Yye no nogpasbupaHe 6e3 Hameca oT cTpaHa
Ha (PU3NYECKOTO MLE IMYHUTE OAaHHW HE ca LOCTBMNHN 3a
HeorpaHuyeH 6pon hrsnyeckn nuua.

Yn. 6. B Opy>xxectBoTO ca 060COBEHN HYETUPU PErMCTbPa
3a JIMYHM JaHHW B 3aBMCUMOCT OT LennTe Ha obpaboTka:

1. Pernctop ,,KnneHtn®;

3/25

control in ensuring the necessary technical and

organisational measures for personal data protection;

2. “personal data” shall mean any information relating to a
natural person which is or can be identified, directly or
indirectly, in particular by means of an identifier such as
name, identification number, location data, telephone
number or one or more specific features;

3. “processing of personal data” shall mean any action or
set of actions that can be performed on personal data by
automatic or other means, such as collection, recording,
organisation, structuring, storage, adaptation, retrieval,
use, distribution, combining, restricting, deleting or
destroying;

4. "Personal Data Register" shall mean any structured set
of personal data, the access to which is carried out
according to certain criteria.

CHAPTER Il. GENERAL DESCRIPTION OF THE
MAINTAINED REGISTERS. CATEGORIES OF
PERSONAL DATA AND GROUNDS FOR
PROCESSING

Art. 5. The Company shall put in place appropriate
technical and organisational measures to ensure that, by
default, only personal data that is necessary for each
specific purpose of processing are processed. This
obligation relates to the volume of personal data
collected, the degree of processing, the period of their
storage and their availability. In particular, such measures
shall ensure that, by default, personal data is not available
to an unlimited number of individuals without the
intervention of the individual.

Art. 6. The Company has four Personal Data Registers
depending on the purposes of processing:

1. Clients' Register;



2. Peructbp ,,KoHTpareHTn”;
3. Peructsp ,JocTtaBunyn®;
4. Pernctbp ,,Cnyxutenn”.
Perncrtop ,,Knuentn‘

un. 7. B Pernctep ,,KnmeHtn” ce HabmpaT 1 cbxpaHsiBat
JINYHN Oa@HHW Ha KIWEeHTUTe U uHBecTutopn B AND -
hmsnyeckn nuua. PernctepbT ce BoAM NO €NEKTPOHEH
MbT M BKJOYBA Usnara uM3nckyema uHgopmaums 3a
K/IMEHTUTE Ha OCHOBaHME 3aKkoHa 3a MEepPKUTE CpeLLly
nanupaHeTo Ha napu (BMUI), 3akoHa 3a genHocTTa Ha
KONEKTUBHNTE WHBECTULMOHHN CXEMW W Ha OpYyrn
npeanpuaTust 3a KONEKTMBHO WNHBECTMpPaHe
(BAKUCONKW), KakTo 1 MOA3aKoHOBUTE HOPMAaTUBHMU
aKTOBe MO TAXHOTO MpuiaraHe U BbTPELWHNTE aKTOBE Ha
Opy>xecTBOTO.

Yn. 8. (1) JInyHnTe AaHHN, KOUTO KJINEHTUTE NPEQOCTaBAT
npeou WM npuv CKNKOYBaHe Ha [OroBop, MOXe [Aa
BKJIHOYBAT:

1. nmenn agpec;

2. nme, npesnume 1 hammnus;

3. obp>xaBa Ha npebrBaBaHe;

4. TenecoHeH HOMep 3a BPb3Ka;

5. agpec no nuMyHa Kapta WAM OPYr OOKYMEHT
naeHTUMKaUms;

3a

6. HacTosw, agpec (rpaf; NOWEHCKN Koa; Obp>kaBa);
7. ErH/paHbyeH HoMep;
8. HaLUMOHAHOCT;

9. nHdopmMauma aanun hUsNYecKoTo NULLE € NOIUTUYECKM
n3saBeHa IMYHOCT UM € NPSKO CBBbP3aHO C MONMUTUYECKU
n3saBeHa JIMYHOCT;

10. nHcbopmMaumsi OTHOCHO obpasoBaHue, MHAHCOB ONUT
n/vinn npocecroHaneH onur.
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2. Contractors' Register;
3. Suppliers' Register;
4. Employees' Register.
Clients’ Register

Art. 7. The personal data of clients and investors in AlF -
individuals is collected and stored in the Clients’ Register.
The register is kept electronically and includes all the
required information for the clients, on the basis of the
Prevention of Money Laundering Act (PMLA), the Activity
of Collective Investment Schemes and Other Collective
Investment Enterprises Act (ACISOCIEA), as well as the
bylaws on their application and the internal acts of the
Company.

Art. 8. (1) The personal data, which the clients provide
before or at the moment of entering into a contract, may
include:

1. e-mail address;

. hame, middle name and surname;
. country of residence;

. telephone number for contact;

. address by ID card or other identification document;

. current address (city; postal code; country);
. ID/Tax number;
8.

nationality;

9. information whether the natural person is a politically
prominent person or whether he/she is directly connected
with a politically prominent person;

10. information regarding education, financial experience
and/or professional experience.



(2) JlnyHnTe paHHM ce cbbupaT 4Ype3 MnonbfiBaHe Ha
dhopmynsip Ha canta Ha [py>KecTBOTO WM Ha MSICTO B
oduc. N'opeonucaHUTe NUYHN OaHHW ce cbbupart, 3a aa
MOXXe [a Ce U3BbpLUM naeHTuhmKkaumsa Ha GuanyeckuTe
nmua, kosto [Jpy>KecTBOTO € 3a4b/IKEHO 4a N3BBLPLUN MO
3aKOH, KakToO 1 3a OOMb/IHUTENIHA CUFYPHOCT Ha camuTe
dbursnyeckn nuua.

(8) CvbpaHnTe NuYHM gaHHK oT Pernctbp ,,KnueHTn ce
N3nons3BaT 3a cnegHuTe Lenu:

1. npenocrtaBdHe Ha  MHBECTUUMOHHW  YyCNyrn
O6pa6OTBaHeTO e HeO6XO,D,I/IMO 3a W3MNbJIHEHNETO Ha
[oroeop, no KOWTO Cy6eKTbT Ha OaHHWUTEe € CTpaHa, nin
3a npepgnpmnemMaHe Ha CTbIlKM Mo NCKaHe Ha cy6eKTa Ha
OaHHUTe Npegn CKo4BaHETO Ha O0roBop. D,py)KeCTBOTO
HEe MO>Xe Oia CKJTIo4n OOoroBop C KIIMEHT 6e3 Hagslie>xxHo aa
ro I/I,D,eHTI/ICbI/ILI,I/Ipa N CbLOTBETHO JIMYHUTE [OaHHM Cca
HeO6XO,EI,I/IMI/I 3a nHgmsugyann3npaHe Ha OoroBopHuUTe
npaBoOOTHOLWIEHNA, BOOEHETO Ha cyeToBOOHA OTYETHOCT
OTHOCHO MnpuTeXaBaHUTe OT KJineHTa gsasoBe, BHacsAHe
nnn TerneHe Ha cpencrtsa v ap.;

2. crasBaHe Ha 3aKOHOBO 3afdb/IKEHWe, KOeTo ce
npwnara cnpsamo Opy>ecTBoTo;

3. 06paboTBAHETO HA JIMYHW AaHHM e Heobxoaumo 3a
uenuTe Ha 3aKOHHUTE WHTepecu, npecnensaHn oT
LOpy>XecTBOTO;

4. MapKETVHT LIENN — B PaMKWTE Ha JadeHOTO OT KJINeHTa
cbrnacue (ako e NpuIoXmmo).

Yn. 9. B cvoteetctBre ¢ un. 30 OP3[, OpyXecTBOTO
cb3gasa " nogabp>ka Pernctop LKnnenTn®.
PbkoBoguTenaT Ha otaen ,HopmaTtuBHO cboTBETCTBME
oTroBaps 3a BOAEHETO, NOAABbPXKAHETO N CbXPaHEHNETO
Ha BCUYKM pernctpu Ha Jpy>xecTBoTo.

Yn. 10. JocTbnbT 4O ANYHUTE OAaHHU € OTOPU3NpPaH U e
Bb3MOXXEH CaMO 3a Te3u CryXxutenu Ha [ipy>kecTBoTo, 3a
KOUTO ToBa € HeobxoaumMo 3a WU3MbJHEHME Ha
CNY>XEOHNTE UM 330 bIHKEHNS.

Yn. 11. KonnpaHeTo Ha JOKYMEHTU W/WNW KakBaTo 1 fa e
MHOopMaUus, CbobpXXaly ANYHN OaHHW Ha eNeKTPOHEH
WNn xapTueH HocuTtes, e 3abpaHeHo. KonmpaHeTo Ha
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(2) The personal data is collected by filling in a form on the
website of the Company or on the spot in an office. The
above-described personal data is collected in order to be
able to identify individuals, which the Company is obliged
to perform by law, as well as for additional security of the
individuals themselves.

(8) The personal data collected by the Clients’ Register
shall be used for the following purposes:

1. provision of investment services - the processing is
necessary for the performance of a contract to which the
data subject is a party or for taking steps at the request of
the data subject before the conclusion of the contract. The
company cannot conclude a contract with a client without
properly identifying it and accordingly the personal data
are necessary for individualization of the contractual legal
relations, keeping accounting records regarding the
shares held by the client, depositing or withdrawing funds,
etc.;

2. compliance with a legal obligation that applies to the
Company;

3. the processing of personal data is necessary for the
purposes of the legal interests pursued by the Company;

4. marketing purposes - within the consent given by the
client (if applicable).

Art. 9. In accordance with Art. 30 GDPR, the Company
creates and maintains the Clients’ Register. The Head of
the Regulatory Compliance Department is responsible for
keeping, maintaining and storing all registers of the
Company.

Art. 10. The access to the personal data is authorized and
is possible only for those employees of the Company, for
whom this is necessary for the performance of their official
duties.

Art. 11. The copying of documents and/or any information
containing personal data on electronic media is
prohibited. The copy of documents on paper and the use



OOKYMEHTU Ha XapTWeH HOCUTEN UMW U3MNON3BaHEeTO Ha
3anucBeally yCTPOMCTBa, KOUTO NO3BONSABAT KOMMPaHETO
Ha JOKYMEHTW Ha €eNeKTPOHEH HOCUTeN, € MO3BOJSIEHO
camMo 3a LUenuTe Ha WU3MbJHEHME Ha  CNy>XebHu
3a0b/MKEHNs, KaTo HanpuMep mnanpatliaHe Ha AaHHU KbM
agMVHUCTPATUBHM K KOHTPONHU opraHn (K®OH, HATIM,
HOW) nocpencTBom eneKTPOHEH NOANUC.

Pernctop ,JdocraBunun”

Yn. 12. Ipy>XecTBOTO CK/OYBa JOroBOpUY 3a AOCTaBKa Ha
CTOKW W YCNyrn C pasfinyHu JOCTaBuYMUM 3a LenuTe Ha
N3MbIHEHNE Ha NpegMeTa Ha cBosiTa AelHOCT. B To3n
perncTbp ce HabupaT U CcbXpaHaBaT [OaHHW 3a
JocTaBunumMTe Ha CTOKM U ycnyru Ha [pyxecTtsoTo. B
cnyyamte, korato [Ipy>eCTBOTO NPenoCTaBs JINYHU
baHHM Ha cBou poctaBuuum, [py>XecTBOTO ocurypsisa
cnaseaHe Ha OP3[] upe3 noanuceaHe Ha OOMbAHUTENHN
cnopasymMeHusi KbM  CbLUeCTByBalMTE [OOrOBOPHU
OTHOLLEHMS.

Un. 13. Peructbp ,[octaBumun” ce noggbpka Ha
€NeKTPOHEH HOCUTEN W BKAYBA waeHTMdMUMpaLLN
OaHHN 3a CbOTBETHUSA KOHTpareHT (kato nve, EVMIK/EIMH,
afpec 3a KOPECMOHAEHLNS, UMEINT Ha NNLE 3a KOHTaKT,
TenedoH, npeoMeT Ha  OorosBopa, CpPoOK  3a
n3nbrHeHne/nocTaska). B pernctbpa ce cbabpXaTr u
NNYHN [aHHM KaTo TPUTE KMMEeHa Ha CbOTBETHUTE
dunsnueckn nuua, EMH, tenedoH, umenn n agpec 3a
KopecrnoHAaeHUmMa 3a pgoctaBuvumTe Ha [py>XecTBOTO,
KoUto ca (u3ndeckn nvua, C Uen  TaxHaTa
noeHTUrKaumsa 1 cnassaHe Ha NpUIOXKUMOTO AaHBYHO
3aKoHOAAaTeNncTeo. TakmBa [OCTaBYMUM ca OrpaHuyeH
Kpbr OT u3n4eckn nvMua u ca WU3KIYeHe B
eXxefiHeBHaTa npakTuka Ha [1py>ecTBOTO.

Un. 14. CvbpaHuTe NMYHW [aHHW ce u3nonseaT 3a
cnegHUTe uenu:

1. WHOUBMAYaNM3npaHe Ha LOroBOpHUTE
NpaBOOTHOLLEHNS - 0bpaboTBaHETO € Heobxoaumo 3a
N3MbJIHEHMETO Ha OrOBOP, MO KOWTO Cy6EeKTbT Ha AaHHW
(bnsmyeckoTo NUUE) e cTpaHa;

2. chnasBaHe Ha 3aKOHOBO 3aOb/KEHME, KOEeTo ce
npunara crnpsamo ,U,py)KeCTBOTO, a NMEeHHO - N3MbJIHEHNE
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of recording devices that allow the copying of documents
on electronic media is allowed only for the purposes of
performing official duties, such as sending data to
administrative and control bodies (FSC, NRA, NSSI) by
electronic signature.

Suppliers’ Register

Art. 12. The Company enters into contracts for supply of
goods and services with various suppliers for the
purposes of performing the objects of its activities. This
register collects and stores data on the suppliers of goods
and services of the Company. In the cases when the
Company provides personal data to its suppliers, the
Company ensures compliance with the GDPR by signing
additional agreements to the existing contractual
relations.

Art. 13. The Suppliers’ Register is maintained in electronic
form and includes identifying data for the respective
contractor (such as name, UIC/ID, address for
correspondence, e-mail of contact person, telephone,
subject of the contract, deadline for delivery). The register
also contains personal data such as the three names of
the respective individuals, ID, telephone, email and
mailing address for the Company's suppliers who are
individuals, in order to identify them and comply with
applicable tax legislation. Such suppliers are a limited
number of individuals and are an exception in the daily
practice of the Company.

Art. 14. The collected personal data shall be used for the
following purposes:

1. identification of contractual relations - the processing is
necessary for the performance of a contract to which the
data subject (the natural person) is a party;

2. compliance with a legal obligation that applies to the
Company, namely compliance with regulatory



Ha HOPMaTUBHUTE W3NCKBaHWSA CbracHo 3akoHa 3a
KopnopaTUBHOTO nogoxooHo obnaraHe, 3akoHa 3a
JaHbunMTe BbpXy AoxoouTe Ha GuU3ndeckuTe nvua,
3akoHa 3a faHbK Bbpxy fobaBeHaTa CTOMHOCT, 3akoHa
3a cyetoBoacTeoTo, 3AKNCOINKW, 3akoHa 3a MepkuTe
Cpelly W3NUPaHeTo Ha napy W Opyrn 3aKoHOBU U
Nnoa3akoHOBN HOPMAaTUBHUN aKTOBE;

3. nsnonssaHe Ha C'b6paHI/ITe OaHHM 3a cny>|<e6H|/| uenu,
CBbp3aHN CbC CblleCTByBaHETO, W3MEHEeHNETO U
npekparaBaHeETO Ha O0roBOpHUTE MNpPaBOOTHOLLEHNA C
nooctaBymynTe, BOOEHETO Ha cyeToBoAHA OTYETHOCT U Ap.

Pernctop ,KoHTpareHTn”

Yn. 15. B cvotBeTcTBME € yn. 30 OP3M, OpyxecTBOTO
cb3gasa 1 nogavbp>ka Pernctop ,,KoHTpareHTn”.

Yn. 16. HocTbnbT OO NUYHUTE [aHHM B Pernctbp
»,KOHTpareHT” € oTopm3anpaH U € Bb3MOXEH caMo 3a
Te3n cnyxutenn Ha [pyxecTBOTO, 3a KOUTO ToBa €
HeOOXOOUMO 3a W3MbJIHEHME HA CNY>XEeOHUTE UM
3a0b/KEHNS.

Yn. 17. KonnpaHeTo Ha JOKYMEHTU W/WNW KakBaTo 1 fa e
nHopMauus, CbAbPXaLUM JINYHN OAHHW HA eNIEKTPOHEH
WM XapTWeH HocuTen HocuTen, e  3abpaHeHo.
KonnpaHeTo Ha OOKYMEHTU Ha XapTWeH HOCUTEN Wau
M3NON3BaHeTO Ha 3anuceBally YCTPOMWCTBA, KOUTO
Nno3BO/ISABaT KOMMPAHETO Ha OOKYMEHTU Ha €NeKTPOHEH
HOCUKTES1, € NO3BOJIEHO CaMo 3a LIENUTE Ha U3NbJIHEHWE
Ha cny>XebHn 3agb/IKEHMS, KaTo Harnpumep mnanpawaHe
Ha OaHHM KbM aOMWHUCTPATUBHM U KOHTPOJIHWU OpraHu
(KDH, HAI, HOW) nocpeacTBOM €NeKTPOHEH Nognuc.

Un. 18. [pyxecTBOTO npunara CblUMTEe npasBunia Ha
paboTa B criyd4am Ha MOCTBMUN MOSOM OT KOHTPareHTu
BbB Bpb3Ka C YMpaxHsiBaHe Ha npaBaTta MM CbrhacHo
OP3[, kouto ce cbabpxaT B [NpunoxenHne Ne 1 KbMm
HacTodALWMTe nNpasuna.

Peructbp ,,Cnyxurenun”

Yn. 19. [OpyXecTBOTO BOAMN OTYETHOCT 3a (HU3NYECKN
nmua, Hamypallm ce B TPYAOBU, NPYPaBHEHN Ha TPYLOBU
N rpa>kgaHCcKy NpaBoOOTHOLWEHNS ¢ [lpy>KeCcTBOTO, GMBLLK
CNy>XnUTenu, KakTo 1 kaHgnaatn 3a paborta. 3a Ta3um Len,
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requirements under the Corporate Income Tax Act, the
Personal Income Tax Act, the Value Added Tax Act, the
Accounting Act, the CIS Act, the Act for measures against
money laundering and other laws and regulations;

3. use of the collected data for official purposes, related
to the existence, the amendment and the termination of
the contractual legal relations with the suppliers, the
keeping of accounting, etc.

Contractors’ Register

Art. 15. Pursuant to art. 30 GDPR, the Company creates
and maintains Contractors’ Register.

Art. 16. The access to the personal data in the
Contractors’ Register is authorised and is possible only for
these employees of the Company, for whom this is
necessary for the performance of their official duties.

Art. 17. The copying of documents and/or any information
containing personal data on electronic media is
prohibited. The copy of documents on paper and the use
of recording devices that allow the copying of documents
on electronic media is allowed only for the purposes of
performing official duties, such as sending data to
administrative and control bodies (FSC, NRA, NSSI) by
electronic signature.

Art. 18. The Company applies the same rules of operation
in case of received requests from contractors in
connection with the exercise of their rights under the
GDPR, which are contained in Schedule 1 to these Rules.

Employees’ Register

Art. 19. The Company keeps records for natural persons
who are in employment, equated to employment and civil
legal relations with the Company, former employees, as
well as job candidates. For this purpose, in accordance



B cboTBeTcTBME ¢ yn. 30 OP3[, Opy>ecTBOTO Cb3fasa
n nogawvpxa Pernctep ,,Cnyxxntenn'.

Yn. 20. JInyHuTe pOaHHM Ha BCUYKW CRYXUTENN Ha
Lpy>xecTBOTO Ce 06bpaboTBaT Ha ocHoBaHne Kogekca Ha
Tpyga, Kopgekca Ha couuanHoTo ocurypsisaHe WU
NPWIOXUMNUTE  NOA3AaKOHOBM  HOPMAaTMBHW  aKTOBeE.
DaHHuTe ce BbBeXAaT B cneunannavpaH cogtyep U
cbObpXKarT:

1. Tpu umeHa, EMH, noctosiHeH agpec, TenedoH, UMenn;

2. obpasoBaHe, crneuuasHocT, MACTO Ha NpuaobuBaHe
Ha 06pa3oBaHMETO, HOMEpP Ha AunsiomMa 1 gata Ha
nspaBaHe, HayuyHa CTerneH (ako e NPUIoXNMO);

3. TPyOoB CTax, CEKTOpW, B KOWUTO JIMLETO e paboTuno,
JOMbIHUTENHA KBanubuKaums;

4. 6ONHNYHN NTUCTOBE — HOMeEp Ha OO/THNYEH JIUCT; NMe Ha
CyXxuTern; agpec; npunynHa 3a BpeMeHHaTa
Hepr,D,OCI'IOCO6HOCT; CpPOK Ha OOMHNYHUS JINCT;

5. opyrm  OOKYMEeHTUn 1’ VIHCbOpMaLI,I/Iﬂ CblrniacHo

NPUNIO>XXKNMOTO 3aKoOHOOATesICTBO.

Un. 21. CbbpaHuTe NMYHW [aHHW ce u3nonseaT 3a
cnegHUTe uenu:

1. nHgmneugyanm3npaHe m CkKrr4YBaHe Ha TpyaooBu U
rpa>kgaHCKu npaBOOTHOLLUEHUA;

2. W3NbJIHEHWE HaA HOPMATMBHUTE WU3UCKBaHUSA Ha
Kopekca Ha Tpyaa, Kogekca 3a coumanHo ocurypsisaHe,
3akoHa 3a CHeTOBOACTBOTO, 3akoHa 3a AaHbLUTE BbPXY
noxognte Ha bmanyeckuTe nuua n op.;

3. nsnonseaHe Ha C'b6paHI/ITe OaHHM 3a Cﬂy)KeﬁHI/I uenu,
CBbp3aHN CbC CblleCTByBaHETO, W3MEHEeHNETO U
npekpardaBaHeTo Ha TpygooBuTte WM rpaXaoaHCKute
npaBoOOTHOLWIEHNA, BOOEHETO Ha cyeToBOOHA OTYETHOCT
OTHOCHO Bb3HarpaxaeHmdata Ha Mnoco4eHunTe no-rope

nvua v gp.

Pa6oTa n gocTbn A0 NMYHU AaHHN oT Pernctbp
»Cnyxurtenu‘
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with Art. 30 GDPR, the Company creates and maintains
the Employees’ Register.

Art. 20. The personal data of all employees of the
Company are processed on the basis of the Labor Code,
the Social Security Code and the applicable by-laws. The
data is entered in specialised software, and contain:

1. three names, PIN, permanent address, telephone, e-
mail;

2. education, specialty, place of acquisition of education,
diploma number and date of issue, scientific degree (if
applicable);

3. length of service, sectors in which the person has
worked, additional qualification;

4. sick leaves - number of sick leave; name of employee;
address; reason for temporary incapacity for work; term of
the sick leave;

5. other documents and information according to the
applicable legislation.

Art. 21. The collected personal data shall be used for the
following purposes:

1. individualization and conclusion of labour and civil legal
relations;

2. fulfilment of the normative requirements of the Labor
Code, the Social Insurance Code, the Accounting Act, the
Personal Income Tax Act, etc .;

3. use of the collected data for official purposes, related
to the existence, change and termination of the labor and
civil legal relations, keeping the accounting records
regarding the remunerations of the above-mentioned
persons, etc.

Work and access to personal data from the
Employees’ Register



YUn. 22. Jlnunute gaHHm ot Peructop ,,Cnyxutenn” ce
cbbupaT, obpaboTBaT M CbxpaHsBaT OT CIY>XWUTENN OT
otoen ,C4eTOBOACTBO” Ha XapTWEH W  ENEKTPOHEH
HOCUTESNl, KaTo 3a BCEKU CRy)XWUTen Mo TPyLoOBO
NpPaBOOTHOLLEHVE Ce CbCTaBs 1 BOAM TPYAOBO OOCHE.

Un. 23. [aHHnTe 3a nuuata, HaeTu Mo rpaXkOaHCKu
poroBopu, ce cbbupaT, obpaboTBaT U CbXxpaHsiBaT OT
otaoen ,CueToBOACTBO” Ha XapTWEH W eNeKTPOHEH
HocuTen.

Un. 24. lMNMpouenypata 3a paboTta npu nocTenunn monéu
OT cnyxutenn Ha [lpyXecTBOTO BbB Bpb3Ka C
yrpaxHsiBaHe Ha npaeBaTa um cbrnacHo OP3[ ce
cbabpxa B [NpunoxeHue Ne 2 kbM HacTosLWMTE Npasuna.

FNABA IIl. MPABA HA CNTY)XXKUTEJIUTE HA
OPY>XECTBOTO BbB BPb3KA C OBPABOTBAHUTE
JINYHU OAHHN

Yn. 25. (1) C Hactosiwmte npasBuna [py>XecTBOTO
MHoOpMMpa CBOUTE CHY>XUTENM 3a MNpaBarta UM BbB
Bpb3Ka C 06paboTBaHNTE JINYHWN OaHHWU, KaKTO crepBa:

1. NpaBo Ha OOCTbN U NHhopMaLMa 3a 06paboTBaHNTe
JINYHW OaHHW, KAKTO 1 MHAOPMaUMs KakBU JIMYHN OaHHM
1 3a KakBa Les ce obpaboTsaT, Kou ca nosiyyaTennTe Ha
[OaHHW, KaKTO 1 KaKbB € CPOKbT Ha o6paboTBaHe;

2. npaBoO Ha KopurnpaHe Ha nMn4H1UTe gaHHW, KOUTO Ca
HeTO‘-IHI/I/HeaKTyaJ'IHI/I;

3. MpaBo Ha orpaHu4yaBaHe 06pPabOTBAHETO Ha JINYHU
OaHHW, B cny4dan ye:

a) nM4yHUTE OaHHWN He Cca TO4YHW, KaTto B TO3U cnyqa|7|
orpaHmn4yaBaHETO € 3a CPOK, HeO6XO,D,VIM Ha D,py)KeCTBOTO
Oa nposepn TO4YHOCTTA,

6) 06paboTBaAHETO HA NNYHUTE OaHHW € HernpaBOMEPHO,
HO CNy>XUTeNaT He XXenae Te ga 6baar usTpuTn, a camo
na 6bae orpaHN4YeHoO U3NoN3BaHETO UM;

B) [Ipy>kecTBOTO He Ce Hy>X[ae NoBeYe OT JINYHUTE JaHHW
3a uenuTe Ha 06paboTBaHETO, HO CYBEKTLT Ha AaHHW MU
M3NCKBa 3a YCTAHOBSIBAHETO, YMNPaKHSBAHETO WU
3alumTaTa Ha npaBHN NPeTeHLNN;
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Art. 22. The personal data from the Employees' Register
are collected, processed and stored by employees of the
Accounting Department on paper and electronic media,
and for each employee a labour file is compiled and
maintained.

Art. 23. The data of the persons employed under civil
contracts shall be collected, processed and stored by the
Accounting Department on paper and electronic media.

Art. 24. Procedure for work in case of received requests
from employees of the Company in connection with the
exercise of their rights under the GDPR, are contained in
Schedule 2 to these Rules.

CHAPTER Ill. RIGHTS OF THE EMPLOYEES OF THE
COMPANY IN CONNECTION WITH THE PROCESSED
PERSONAL DATA

Art. 25. (1) With these Rules the Company informs its
employees about their rights in connection with the
processed personal data, as follows:

1. right of access and information about the processed
personal data, as well as information about what personal
data and for what purpose are processed, who are the
recipients of data, as well as what is the processing time;

2. right to correction of the personal data, which are
inaccurate / out of date;

3. right to limit the processing of personal data, in case:

a) the personal data are not accurate, in which case the
restriction is for a period necessary for the Company to
check the accuracy;

b) the processing of personal data is illegal, but the
employee does not want them to be deleted, but only to
restrict their use;

c) The company no longer needs the personal data for the
purposes of processing, but the data subject requires
them for the establishment, exercise or protection of legal
claims;



r) cybekTbT Ha AaHHN € Bb3pasun cpeLly 06paboTBaHeETO
B O4YaKBaHe Ha NpoBepKa Aasn 3aKOHHUTE OCHOBaHUSA Ha
Lpy>XecTBOTO MMaT NPeMMYLLECTBO NPeL MHTEPECUTE Ha
cybekTa Ha gaHHW.

4. NnpaBO Ha M3TPMBAHE — CIY>XUTEN MOXE Aa noucka
Lpy>XecTBOTO Aa 3a/myn NNYHUTE My OAHHW OT BCUYKMN
CUCTEMU W 3anucKu, KbOETO Te Ce CbxpaHsBarT,
BKJTIOUUTENHO na yBEOOMM BCUYKN TpeTn
nmua/obpaboTBali  IMYHW  OaHHW, Ha KOWUTO €
npefocTaBui OaHHWUTE, OCBeH ako [py>XecTBOTO HsiMa
3a0b/KEHNSI MO 3aKOH [a CbXpaHsiBa IMYHUTE OaHHW 3a
onpeneneH nepuop oT BPeME.

ToBa nckaHe we 6'b,D,e yOooBNeTBOPEHO, NMpn ycnoene 4ve
ID,py)KeCTBOTO HAMa npaBHO 3abJDKeHne fa CbXpaHaBa
Te3an pfgaHHn un Lwe 6'b,D,e nong ycnoeme Ha BCUYKA
0aBHOCTHN CPOKOBE, KOUTO € 3aab/IKeHO Oa chna3Ba B
CbOTBETCTBME C NMPUNTOXKNMUTE 3aKOHUN 1 NOO3aKOHOBU
HOpMaTuBHM aKTOBE.

5. nNpaBo Ha Bb3paxeHue cpelly 06paboTBaHETO Ha
JNIMYHN gaHHW. [py>kKecTBOTO crnedsa Aa ce MOTuUBMpa
Jann npvema Bb3paXKeHNeTo, pecr. 3allo Npoab/iKasa
Ja obpaboTBa NMYHUTE [OaHHW, ako OTXBbP/u
Bb3ParkeHNEeTO;

6. NpaBo Ha NPEHOCMMOCT Ha AaHHW — BCEKW HAaCTOSILL, UK
OGUBLL CNYy>XXWUTeN MMa MpaBo, Aa MNoucKa JIMYHUTE My
JaHHW Oa ObgaTt npedadeHy B OpraHu3vpaH, LWMPOKO
N3Mon3BaH 1 NPUrogeH 3a MallMHHO YeTeHe chopmaT Ha
OpYyro nuiue (agMUHUCTPATOP Ha JIMYHU OaHHW), KoraTto
TOBa € TEXHNYECKMN Bb3MOXKHO;

7. npaBo Ha xanba npea KOMNeTEHTHUS HaA30PEH OpraH -
Komucus 3a 3almuta Ha Nnn4HUTe aAaHHK, agpec: rp. Codus
1592, 6yn. ,Mpod. LipeTaH Ilaszapos” Ne 2 (www.cpdp.bg).

(2) Korato Mma puck 3a HapylleHWe CUrypHoOCTTa Ha
JINYHNTE AaHHW, [py>KecTBOTO e 3adb/IXKEHO Aa yBeaoMu
CBOUTE CNY>XXWUTENN 3a eCTEeCTBOTO Ha HapyLIeHWETO U
KakBW MepKWu ca NnpeanpueTy 3a OTCTPaHABaHETO My,
KaKTO UM [Oanv e YyBedOMeH Haf3opHUAT opraH 3a
HapyLUeHNeTO.

d) the data subject has objected to the processing
pending verification of whether the legal grounds of the
Company take precedence over the interests of the data
subject.

4. right of deletion - an employee may request the
Company to delete his personal data from all systems and
records where they are stored, including to notify all third
parties/processors of personal data to whom he has
provided the data, unless the Company has obligations
under law to store personal data for a certain period of
time.

This request will be granted, provided that the Company
has no legal obligation to store this data and will be
subject to all statutes of limitations, which it is obliged to
comply with in accordance with applicable laws and
regulations.

5. right to object to the processing of personal data. The
company should be motivated whether it accepts the
objection, resp. why he continues to process personal
data if he rejects the objection;

6. right to data portability - each current or former
employee has the right to request that his personal data
be transmitted in an organised, widely used and machine-
readable format to another person (personal data
controller) where technically possible;

7. right to appeal before the competent supervisory body
- Commission for Personal Data Protection, having its
address at 2 Tsvetan Lazarov Blvd, Sofia, 1592

(www.cpdp.bg).

(2) When there is a risk for violation of the security of
personal data, the Company is obliged to notify its
employees of the nature of the violation and what
measures have been taken for its elimination, as well as
whether the supervisory body has been notified of the
violation.
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(3) Bceku cnyxxnTten nMa npaBo Ha 3alivTa no cbaebeH
UM agMUHUCTPATVBEH pef, B Crlydali Ye npasaTa My BbB
Bpb3Ka C IMYHUTE JaHHU ca BUN HapYLLIEHM.

(4) 3a pa ynpaxHn KOeTo 1 fa e oT nNpasara, n3bpoeHun
no-rope, Wnnm Npy BbNPOCK, CBbP3aHN C JIMYHU OaHHW,
BCEKM CMy>KWUTeN cfiegBa [a oOnulle WCKaAHETO Cu B
NMCMEH BUA M da ro agpecvpa no UMENI Ha CregHus
€eneKkTpoHeH agpec: info@bgprestigefund.com.

(5) VickaHeTo TpsibBa fa cbobpia:
1. ume, EMH v agpec Ha 3aasutens;
2. oNMcaHne Ha NCKaHETO;

3. npegno4vnTaHa cbopma 3a npepnocrtaBdHe Ha O0CTbMNa
00 NNYHNTE OaHHW;

4. nognnc, gata Ha nogaBaHe Ha 3asB/IEHNETO U agpec 3a
KopecnoHgeHuuns.

(6) Opy>xecTBOTO pasrnexna 3asBfeHneTo 3a A0CTbN U
ce npousHaca no Hero B 30-OHEBEH CPOK OT
nony4yaBaHeToO Ha UCKaHETO.

FNABA IV. JTb>)KHOCTU, CBbP3AHU C
OBPABOTBAHETO U 3ALLIUTATA HA JIN4YHA
OAHHW. MPABA U SAABJDKEHUA

Yn. 26. Otoen ,HopmaTBHO CLOTBETCTBME” OTroBapsi 3a
3awpMTaTa Ha UYHUTE OdaHHW 1 3a chna3BaHeTo Ha
HacTosilWMTe npasuna. B ponbnHeHMe W cbrnacHo
nanckesaHusita Ha OP3[, [OpyXecTBoTO HasHa4yasa
LONbXXHOCTHO Nnue No 3awmTa Ha ANYHUTE OaHHW.

Un. 27. lMpun n3nbnHeHWE Ha 3agb/HKEHUSTA CU OTAenN
sHopMmatmBHo CbOTBETCTBME" Ce pbkoBOOM  OT
pasnopenbute Ha MNPUNOXMMOTO 3aKOHOAATENCTBO
OTHOCHO 3awuTata Ha JIMYHW [OaHHW, KakTo U OoT
HacTosLWMTE Npasuna.

Yn. 28. Otmen ,HopmatumBHO cboTBETCTBUE”
cnegHUTe 3a0bIIKEHUS:

nva

(3) Every employee has the right to protection by judicial
or administrative order in case his rights in connection
with the personal data have been violated.

(4) In order to exercise any of the rights listed above and/or
in matters relating to personal data, each employee
should describe his request in writing and address it by e-
mail to the following email address:
info@bgprestigefund.com.

(5) An application must contain:
1. name, ID and address of the applicant;
2. description of the request;

3. preferred form for providing access to personal data;

4. signature, date of submission of the application and
address for correspondence.

(6) The company shall consider the application for access
and shall rule on it within 30 days from the receipt of the
request.

CHAPTER IV. POSITIONS RELATED TO THE
PROCESSING AND PROTECTION OF PERSONAL
DATA. RIGHTS AND OBLIGATIONS

Art. 26. The Regulatory Compliance Department is
responsible for the protection of personal data and for
compliance with these Rules. In addition and in
accordance with the requirements of the GDPR, the
Company appoints a Personal Data Protection Officer.

Art. 27. In the performance of its duties, the Regulatory
Compliance Department shall be guided by the provisions
of the applicable legislation on the protection of personal
data, as well as by these Rules.

Art. 28. The Regulatory Compliance Department shall
have the following obligations:
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1. ocu rypssa opraHmsauusaTa Mo BOOEHEeTO Ha
permcTtpute CbrslacHoO npegBngeHNTe MepkKnm 3a
rapaHTnpaHe Ha agekBaTHa 3alunTa,

2. ynpaxxHAasa HenocpencTseH KOHTpPON BbpPXY

cnyxutenure Ha [pyXecTBoTO 3a crassBaHe
M3NCKBaHMATa 3a 3aWuTa Ha NIMYHUTE OaHHW,

Ha

3. cnegm 3a usNpaBHOCTTa U
(bYHKUMOHMpaHe Ha TeXHU4Yeckute U
NHOPMaLMOHHITE Pecypcu;

NpaBuIHOTO
nporpamHo-

4. cnegn 3a onutute U npenorBpardBa TakmBa 3a
Hepas3peLlleH OocTbil 4o 6asunTe c OaHHN B PerncTpuTe;

5. yBegomsBa nvuara, npeacraenasawy OpyXecTBoTo,
KaKTO U [OJTbXXHOCTHOTO JMUe MO 3alumTa Ha NNYHUTE
JaHHM, 3a BCeKM OnNUT 3a HepaspelleH A0CTbM [0
CUCTEMUTE 3a CUIYPHOCT, CbOTBETHO 33 OCbLLECTBEH
Npo6VB B CUCTEMUTE 3a CUI'YPHOCT, 32 HAHECEHNTE LLETY
/ako uMma TakmeBa/ W 3a npegnpueTuTe MepKu 3a
OTCTpaHsaBaHe Ha npobnema;

6. eXXerogHo npoeexpart npernegn OTHOCHO
Heo6xop,|/||v|oc1'ra oT o6pa60TBaHe Ha OaHHUTEe, KakKTo U
3a 3a/iM4aBaHETO MM - 3a pe3yntatute OT U3BbPLUEHU
NPOBEPKN Ce CbCTaBA NMPOTOKOJI.

Yn. 29. Ortgmen mma

cnegHnTe npasa.

,HopmatneHo cwvoTBeTCcTBUE”

1. NnpaBo Ha OocTbN A0 obpaboTBaHaTa U CbXxpaHsaBaHa
NHopMaLNa OT PErucTpuTe;

2. NpaBo [a U3UCKBAT CbAENCTBIME OT BCUYKN CIY>XXUTENN
Ha [py>XecTBOTO MpU U3MbJIHEHWE Ha CNy>KeBHUTe UM
3a0bKEHUS.

ANb)XXHOCTHO Nuue no 3awmTa Ha IMYHUTE AaHHN

@ansnn

Yn. 30. (1) CwvrnacHo wusuckBaHusTa Ha OP3[,
LOpy>xecTtBoTO Ha3Hayaea OJ13J11.

(2) AN3N0 nma cnepgHUTe 3agbiKEHUs:

1. ensure the organisation of the keeping of the registers
according to the envisaged measures for guaranteeing
adequate protection;

2. exercise direct control over the employees of the
Company for observance of the requirements for
protection of the personal data;

3. monitor the serviceability and proper functioning of the
technical and program-information resources;

4. monitor the attempts and prevent such for unauthorised
access to the databases in the registers;

5. notify the persons representing the Company, as well
as the personal data protection officer, of any attempt for
unauthorised access to the security systems, respectively
of a breach in the security systems, of the damages /if
any/ and of the measures taken to fix the problem;

6. annually conduct inspections regarding the necessity of
data processing, as well as for their deletion - a report
shall be drawn up for the results of performed inspections.

Art. 29. The Regulatory Compliance Department shall
have the following rights:

1. right of access to the processed and stored information
from the registers;

2. the right to request assistance from all employees of the
Company in the performance of their official duties.

Data Protection Officer (DPO)

Art. 30. (1) According to the requirements of the GDPR,

the Company appoints a DPO.

(2) The DPO has the following obligations:
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1. nHopmupa 1 cbBeTBa [py>XeCTBOTO U Herosute
CNY>XUTENNTE 3aKOHOBUTE UM 3a0b/IKEHNS;

2. cbbniogaBa cnasBaHEeTO Ha 3aKoHOoAaTesIcTBOTO 3a
3almTaTa Ha gaHHu Ha paBHuLLe EC 1 Ha nonntukute Ha
[py>XecTBOTO MO OTHOLUEHME Ha 3aliuTaTta Ha JIndHUTe
[aHHKW, BK/OYMTESIHO Bb3/laraHeTO Ha OTrOBOPHOCTWU,
MoBULWIABaHETO Ha OCBEOOMEHOCTTa W 0by4yeHMeTo Ha
CNyXWUTenuTe,  yyacTBawy B onepaummMte Mo
obpaboTBaHe, N CbOTBETHUTE OAUTK;

3. npenocTtaBaA CbBETU MO OTHOLWIEHME Ha oueHKaTta Ha
B'bS,D,eVICTBI/IeTO BbpPXYy 3aluTara Ha gaHHUTE;

4. ga oTroBaps Ha NOCTLMNWN 3aNUTBaHNA Ha CyGeKTM Ha
JaHHN BbB BpPb3Ka C YNpaXKHsABaHETO Ha npaBaTa UM
cbrnacHo OP3[ n HacTosaWwMTe NpaBuna;

5. CbTPYAHUYN C HAA30PHNA OpraH.

Un. 31. lMpn mM3NbAHEHMETO Ha CBOUTE 3aOb/IKEHUs
ON3J1, HagnexHo oTyMTa pPUCKOBETe, CBbp3aHn C
onepauunMte no obpaboTBaHe, N ce CcbobpassiBa C
eCTecTBOTO, 060xBaTa, KOHTEKCTa W UenuTe Ha
obpabotkata. OJI3J1I e NMUETO 3a KOHTaKT MexXay
Lpy>XecTBOTO 1 HaO30pPHMS OpraH Nno BCUYKK BbMPOCH,
CBbP3aHu ¢ 06paboTBaHETO 1 3alLmTaTa Ha JIMYHN OaHHW.

Yn. 32. (1) B cnyyanm Ha HapylweHne Ha CUrypHoCTTa Ha
JnyHnTe gaHHn OJ13710, 6e3 HeHy>kKHO 3ab6aBsiHe 1 KoraTo
TOBa € OCBbLUECTBUMO — HE MO-KbCHO OT 72 4aca cneq
KaTo e pa3bpan 3a Hero, yBe[oMsiBa 3a HapyLUEHMETO Ha
CUrYPHOCTTA Ha JINYHUTE AaHHN KOMMETEHTHUS HaA30PEH
opraH. YBeOOMJIEHMETO OO HAO30PHMS OpraH CbObpXa
NpUYMHUTE 3a 3a6aBAHETO, KOraTo HE € NoAaAeHO B CPOK
oT 72 yaca.

(2) O6paseL Ha yBegomneHue OT [lpyecTBOTO [0
HaO30pHUS oOpraH B CnyYad Ha HapylleHue Ha
CUrypHOCTT@ Ha NWYHUTE [aHHM Cce Cbabpxka B
MpunoxeHue Ne 3.

Otaoen ,,MIHdbopmMmaumoHHM TexHonornm®

Un. 32a. (1) (Hos - 04.04.2025 r.) Ortgen
»/IHopMaLOHHK TexHonornm” ocurypsiea
MHMOPMAUMOHHOTO M TEXHUYECKOTO OOCHY>XBaHe Ha

1. informs and advises the Company and its employees
their legal obligations;

2. observes the observance of the data protection
legislation at EU level and of the Company's policies
regarding the protection of personal data, including the
assignment of responsibilities, the raising of awareness
and training of the employees involved in the processing
operations and the respective audits;

3. provide advice regarding the assessment of the impact
on data protection;

4. to respond to received inquiries of data subjects in
connection with the exercise of their rights according to
the GDPR and these Rules;

5. cooperate with the supervisory body.

Art. 31. In carrying out its duties, the DPO shall take due
account of the risks associated with processing
operations and shall take into account the nature, scope,
context and objectives of the processing. DPO is the
contact person between the Company and the
supervisory authority on all matters related to the
processing and protection of personal data.

Art. 32. (1) In case of violation of the security of the
personal data DPO, without unnecessary delay and when
this is feasible - not later than 72 hours after having found
out about it, shall notify about the violation of the security
of the personal data to the competent supervisory body.
The notification to the supervisory authority shall contain
the reasons for the delay when it is not submitted within
72 hours.

(2) A sample notification from the Company to the
supervisory body in case of breach of personal data
security is contained in Schedule 3.

Information Technology Department

Art. 32a (1) (New - 4™ of April 2025) The Information
Technology Department provides the information and
technical services of the Company regarding the
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ID,py)KeCTBOTO no OTHOWeHne Ha O6pa6OTBaHeTO n
3awjuTara Ha nM4H1 gaHHW1, BKJIIOYUTESTHO Ha OTOe/InTe N
ONBb>XHOCTUTE, OTTOBOPHN 3a TE3N ,El,eIZHOCTVI.

(2) BbB Bpb3Ka CbC 3aKOHOCHOBPa3HOTO 06paboTBaHe 1
3awmuTa Ha JM4HM gadHu otgen  L,MHdopmMaumoHHu
TEXHONOTMN” Ma CNeAHNTE 3a4bIIKEHNS:

1. MHpopmMMpa, cbBETBA U CbAENCTBA Ha [py>XecTBOTO U
HeroBuTe CNYXXWUTENW OTHOCHO MpeanpuemMaHeTo Ha
CbOTBETHUTE Heobxooumm TEXHUYECKN n
OpraHn3aLVioHHN MEPKU;

2. onpepens, cvbnogasa U noadbpXXa MPaBUTHOTO
(byHKUMOHMpaHe Ha wun3nonssaHuTe oT [py>XecTBOTO
NH(OPMAaLMOHHN CUCTEMUN U/VNIN MPEXWU;

3. ocbllecTBsABa  pegoBHa  Npodunaktika  Ha

KOMMNKTPUTE N KOMYHUKAUNOHHUTE CPenCcTBa,

4. ocurypsiBa, cbbnogaBa M nogabp)ka dusmyeckara
3almTa (onpeaensiHe Ha 30HUTE C KOHTPOSIMPaH AOCTb
1 Ha U3MNON3BaHUTe TEXHNYECKN CPeaCcTBa 3a huandecka
3awmTa) B [Ipy>kecTBoTO;

5. opraHmsmnpa u ocurypsasa nepcoHanHa 3aluTta
CbO6p83HO npeaBmngeHoTo B HACToALWNTE npaBuna,;

6. ocurypsiea MceBOOHMMM3AUMA W KpunTorpadcka
3anTa;

7. nNpeanpuema BCWYKM OPYrM [OENCTBUS U MEpKW,
HeobxoouMK 3a obesnedaBaHe Ha 3aKOHOCHLOBPaA3HOTO
o6paboTBaHe W 3aluMTa Ha NUYHW JaHHW CbrNacHo
HacTosALLMTe npasuna.

FMABA V. TEXHUWYECKU N OPTAHU3ALIMOHHUA
MEPKWU 3A OCUTINYPABAHE HA HEOBXOAMMOTO
HUBO HA SALLUTA HA TNYHUTE AAHHU

Un. 33. Jlnynute paHHM oT Peructop ,KnueHTtwn”,
Pernctep ,,Cnyxutenn”, Peructbp ,KoHTpareHTn” wu
Pervctop ,docTtaBuMun” (ako e MpuioXxumMmo) ce
BbBeXaaT B 6asaTta gaHHuM Ha [py>XecTBOTO, KOUTO ca
CBbP3aHU B fIOKanHa Mpexa, CbC 3almuTeH A0CTbM.

processing and protection of personal data, including the
departments and positions responsible for these
activities.

(2) In connection with the lawful processing and protection
of personal data the Information Technology Department
has the following obligations:

1. informs, advises and assists the Company and its
employees regarding the taking of the necessary technical
and organisational measures;

2. defines, supervises and maintains the automated
information systems and/or networks;

2. undertakes regular maintenance of computers and
communications;

4. ensures, supervises and maintains the physical
protection (determination of the zones with controlled
access and of the used technical means for physical
protection) in the Company:

5. organises and ensures the personal protection in
compliance with these Rules;

6. ensures the pseudonymisation and cryptographic
protection;

7. undertakes any other actions and measures necessary
to ensure the lawful processing and protection of personal
data in accordance with these Rules.

CHAPTER V. TECHNICAL AND ORGANIZATIONAL
MEASURES FOR ENSURING THE NECESSARY
LEVEL OF PROTECTION AND PROTECTION

Art. 33. The personal data from the Clients’ Register, the
Employees’ Register, the Contractors’ Register and the
Suppliers’ Register (if applicable) shall be entered in the
database of the Company, which are connected in a local
network, with secure access.
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Yn. 34. B [Jpy>xecTBOTO ca onpefeneHn pasinyHn H1Ba
Ha 0OCTbM 0 NMNYHU AaHHW, CbXPaHsBaHW Ha eNeKTPOHEH
HocuTen, B 3aBUCUMOCT oT ONTbXHOCTHaTa
XapakTepuUCTUKa Ha BCeKU cry>xuten Ha [dpy>KecTBOTO U
E€CTECTBOTO Ha HEMOBUTE CNY>KEOHW 3a0b/HKEHUS.

Yn. 35. (M3m. 04.04.2025 r.) Cnep, HanpaeeH nogpobeH
aHanM3 Ha o6paboTBaHETO Ha JIMYHU OAaHHM U OLeHKaTa
Ha Bb3OENCTBMETO BbPXy 3alimrara Ha JIMYHU OaHHW,
Lpy>XecTBOTO onpefenst HNCKO HYBO Ha Bb3AENCTBME 3a
BCUYKUN NOOOBbPXKAHN PEMVUCTPU N HACKO HMBO Ha 3alumrta
Ha JMYHUTE [aHHW, obpaboTBaHM B [py>KecTBOTO,
cbrnacHo kputepumute, onpegenern B OP3[ n 3akoHa 3a
3awmTa Ha IMYHNTE OaHHW.

,U,py)KeCTBOTO oueHABa HMBOTO Ha B'b3,EI,eIZCTBVIe 3a BCEKN
nognobp>KaH PerncTbp, KakTto cnegBa:

Art. 34. The Company has defined different levels of
access to personal data stored on electronic media,
depending on the job description of each employee of the
Company and the nature of his official duties.

Art. 35. (Amended on the 4" of April 2025) After a detailed
analysis of the processing of personal data and the
assessment of the impact on personal data protection, the
Company determines a low level of impact for all
maintained registers and a low level of protection of
personal data processed in the Company, according to
the criteria set out in the GDPR and the PDPA.

The Company assesses the level of impact for each
maintained register as follows:

HwuBo Ha MoBepuTenHocT LisnocTtHocT / HanwnyHocT / O6Lwo 3a
Bb3genicteue / | / Confidentiality Integrity Availability pernctbpa /
Level of impact Total for the
register
Peructbp Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low
L,KnueHtn” /
Clients’ Register
Peructbp Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low
=Cny>xutenn” /
Employees’
Register
Peructop Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low
~KoHTpareHTn' /
Contractors’
Register
Peructop Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low Hwncko / Low
~doctaBunun” /
Suppliers’
Register

Yn. 36. CbrnacHo HacTosWwMTe NpaBuia, BUOOBETE
3almTa U HeMHNTE HYBA Ca CJIEOHUTE:

Art. 36. According to these Rules, the types of protection
and its levels are the following:
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1. aBTOMaTM3UpPaHN WHMOOPMALMOHHN CUCTEMU W/UNK
MPEXXM, BKJIIOUBALLM CNEQHOTO:

a) HemnocpeacTBeH AOCTLMN OO JloKanHaTa Mpexa umar
camMo onpefenieHn CryXutenum Ha [py>KecTBoTO upes
KOMBMHaUMATA OT CNy>Xe6GHO NpefocTaBeHO YCTPOWNCTBO
1 NepcoHaneH akayHT. Cny>kuTenuTte nMat OCTbM caMo
0O OaHHW 1 pecypcu, HeobXoOyMU 3a M3MbJIHEHWE Ha
cny>xebHute UM 3agbiikeHuss. KbM  U3nonssaHuTte
Nnaposin e Hanmue U3nCcKBaHe 3a onpenesneHa CroXHOCT.
3a na 6baaT BanugHu Te TpsA6Ba Aa CbAbpXaT MUHUMYM
LeCT cMMBONa, Aa 6baaT cbyeTaHe OT Manku U rosieMu
6yKBUW, LndpKn 1 cneunanHy sHauw. Maponnte ce cMeHAT
3a0b/IKMTENHO Ha BCeky WecTtaeceT aHu. [Npu norpeLHo
BbBeXAaHe Ha fafdeHa naposa nosedye OT TPWU MbTw,
NOTPEOUTENAT Ce 3aKJIlouBa aBTOMaTMYHO U He MoXe Aa
n3nonseBa MpEXOBWUTe pecypcu 6e3 Hameca Ha
CUCTEMHUS aIMUHNCTPATOP;

6) 3a ocurypsiBaHe HafeXOHOCT W WHTerpuTeT Ha
KoMmmoTbpHata cuctema, [pyxectsoTo  npunara
PasNYHM NPaKTMKM, BKIIIOUYUTENHO, HO HE Camo, CUrypHa
KOH(Urypaumsi Ha yCTpoMcTBaTa, PedoBHW BbHILUHW U
BbTPELWHN MPOBEPKM 3a YA3BMMOCTW, pPerynsipHo
oGHoBsIBaHe, (UNTPUPaHe Ha BXOAALMS U U3XOOALMA
TpaduK, pe3epBHO 3axpaHBaHe, OTAeNsHe Ha CbPBbPY B
crneunanHo MoMmelleHre, pasgensHe Ha Mpexara Ha
CerMeHT! 3a ocurypsisaHe Ha MO-BUCOKA CUMYPHOCT,
nepuvoauyHN KOnus 1 Opyru.

2. ocCbllecTBsiBaHE Ha penoBHa ﬂpOCbI/IﬂaKTVIKa Ha
KOMMNKTpUTE n KOMYHUKAUNOHHUTE cpencTea,
BKJ/THOYBaLLO:

a) npochunakTnKa Ha KOMMITPUTE U NPOBEPKA 3a BUPYCH,
LUNMNOHCKN N peknaMeH codTyep, NpoBepka Ha TBbPOW
ONCKOBE 3a rpewkn, pedparmeHTaumMss Ha TBbpau
ONCKOBE, aKkTyanmMsauusi Ha ornepauuoHHaTa cuctema u
n3rnonsesaHus coTyep;

6) 3a npegnasBaHe Ha KOMMIOTbpHaTa Mpexa oT
HenpaBoOMepeH [OOCTbM MNPe3 WHTEPHET ce WK3rnon3sa
cnewumann3anpaHo yCTponcTeo — 3awmTHa cteHa (Firewall),
KOeTO cnegu un cuntpypa BXOOAWNSA U U3XOOALMS
TpadvK, NpemMaxBaniki aBTOMaTU4YHO 3/I0BPEdEH Ko ”

1. automated information systems and/or networks,
including the following:

a) only certain employees of the Company have direct
access to the local network through the combination of
officially provided device and personal account.
Employees have access only to data and resources
necessary for the performance of their official duties. The
passwords used require a certain complexity. To be valid,
they must contain a minimum of six characters, be a
combination of lowercase and uppercase letters, numbers
and special characters. Passwords must be changed
every sixty days. If a password is entered incorrectly more
than three times, the user is locked automatically and
cannot use the network resources without the intervention
of a system administrator;

b) to ensure the reliability and integrity of the computer
system, the Company applies various practices including,
but not limited to, secure device configuration, regular
external and internal vulnerability checks, regular updates,
filtering of incoming and outgoing traffic, backup power,
server separation in a special room, dividing the network
into segments to ensure higher security, periodic copies
and others.

2. regular maintenance of computers and

communications, including:

a) computer maintenance and virus, spyware and adware
scanning, hard disk checks for errors, hard disk
defragmentation, operating system updates and software
used;

b) to protect the computer network from unauthorised
access via the Internet, a specialised device is used - a
firewall, which monitors and filters incoming and outgoing
traffic, automatically removing malicious code and
blocking all connections except those explicitly allowed;
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6noknpankm
pas3peLLeHnTE;

BCUNYKN BPB3KWH, ocBeH N3PN4HO

B) NpPonIakTUKa Ha KOMMOTPUTE U KOMYHUKALUMOHHUTE
CpeAcTBa, KOATO Ce WU3BbpwBa OT CUCTEMHUTE
aAMUHNCTPATOPN eXeOHEBHO, Ha MSACTO B oduca Ha
Lpy>XecTBOTO M 4pe3 oTpanedYeH [JoCTbM, Korarto e
HeobXoanMo;

r) npy naeHTUgUUMPaHe Ha NHUMOEHTY, 3a pe3ynrTara oT
nposepkaTta ce ysegomsisaT svuara, npeacrasnsgsalliu
Opy>xecTBOTO.

3. dusnyecka 3sawmta (onpepensiHe Ha 30HUTE C
KOHTpONMpaH AOCTbM W Ha W3MOS3BaHNTE TEXHUYECKM
cpencTea 3a rsnyecka 3aLmTa):

a) odmchbT Ha [pyXecTBOTO, B KOWTO ca MOCTaBeHU
KOMMIOTPUTE, Ce 3ak/uBa W ce [ocTbnBa oT
CbOTBETHUTE CIY>XXUTENUN, KOUTO PaboTAT B CbOTBETHOTO
noMeLleHre 1 pasnosaraT ¢ Konue oT Kitoda. ETaxure,
Ha KOUTO MMa KOMMIOTPU, KOMTO nogabpykaT oducHaTa
Mpexka Ha [pyecTBOTO, ca CHabOeHN CbC CUrHasHO-
oXpaHuTeNnHa cucTeMa C Lesl ocurypsisaHe Mo-BUCOKaA
CTeneH Ha 3aliuTa Ha CbXpaHaBaHUTe OaHHU;

6) BCNYKWN BXOO0BE N N3XoOun, BKITIOYNTETHO C'I'bﬂ6I/ILLI,aTa,
ce Hamumpar nog NnoCToAHHO BI/I,D,eOHa6ﬂPO,D,eHI/Ie.
3anncute ce nasar UeHTpann3npaHo CcbrnacHo
N3nNCcKBaHMATa Ha 3akoHa 3a 4acTHaTta oXpaHuTenHa
,D,eIZHOCT M ca OOCTbIHN CaMO 3a OTOpuU3npaHnTe nmua,

B) [pyXecTBOTO He CbXxpaHsiBa JIMYHW [aHHU Ha
CbpBbpU, PasnofoXXeHn B OMUCHUTE MNOMELLEHMS.
CobpBbpuTe Ha [py>XeCTBOTO, Ha KOUTO Ce CbXxpaHsiBa
MHOpMaUWs, BKIKOYUTENHO  MHAOPMaUUsi, KOSITO
npencraefsiBa TbProBCcka TaWHa W NMYHW OaHHKW, ca
pas3nofioXXeHn B cepTuduumpaHn no craHgapTuTe 3a
curypHocT 1ISO2700x pata ueHTpoBe. [JOCTbNbT A0 TSX
Ha NOrM4YecKo HMBO Ce OCbLLECTBSABa Ype3 KpunTtupaHa
oThanedeHa Bpb3ka Mo cneymnanHo HaeT YacTHU KaHanw,
a Ha (pM3NYEeCKO HMBO camo OT onpeneneHn Cy>XnTenu,
C npegBapuTesHO 3anucBaHe Ha yac u cref ogobpeHne
OT OTroBOpHMKA 3a CbOTBETHMS pJaTta UeHTbp OT
Lpy>XeCcTBOTO N yOOCTOBEPSIBAHETO HA CaMOJSIMYHOCTTA
OT OXpaHarTa.

c) prevention of computers and communication facilities,
which is performed by system administrators on a daily
basis, on site at the Company's office and through remote
access, when necessary;

d) in case of identification of incidents, the persons
representing the Company shall be notified of the result of
the inspection.

3. physical protection (determination of the zones with
controlled access and of the used technical means for
physical protection):

a) the office of the Company, in which the computers are
placed, is locked and accessed by the respective
employees who are working there and has a copy of the
key. The floors on which there are computers that support
the office network of the Company are equipped with an
alarm and security system in order to ensure a higher
degree of protection of the stored data;

b) all entrances and exits, including staircases, shall be
under continuous video surveillance. The records are kept
centrally in accordance with the requirements of the
Private Security Activity Act and are accessible only to
authorised persons;

c) The company does not store personal data on servers
located in the office premises. The Company's servers, on
which information is stored, including information that is a
trade secret and personal data, are located in 1ISO2700x
certified data centres. Access to them at the logical level
is through an encrypted remote connection through
specially hired private channels, and at the physical level
only by certain employees, with prior appointment and
after approval by the responsible person for the relevant
date centre of the Company and security authentication.
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4. nepcoHanHa 3awmra:

a) ochncbT Ha [py>KecTBOTO € B MbJ/IHO CbOTBETCTBME C
HOPMaTUBHUTE U3NCKBaHWUS 3a NnoXkapHa 6e30MacHoCT U
€ CHafleH CbC creLmanHy cpeacTsa 3a 3alyTa oT noxap.
PbKkoBOAMTENAT Ha BCEKW OTAEN Cliedv 3a cna3BaHeTo Ha
MepKuTe 3a 6e30MacHOCT B CbOTBETHOTO MOMeLLIeHNE;

6) BCEKU CNY>KNTEN € OJTbXXEH [a Crogensi KoHcTatupaHa
OT Hero KputudHa wHdopmaums. Bcekn cnyxuten,
OTroBOpPeH 3a 00paboTBaHETO Ha JIMYHW OaHHU W/WNnu
nmall, focTbn 40 TAX, € ASTbXEH [a No3Hasa 1 npuiara
npaswnara 3a 3awuTa Ha JIMYHUTE OaHHW.

5. LOOKyMeHTallHa 3aluuTa:

a) HenocpeAcTBeH [OOCTbM OO0 [OaHHMTEe Ha XapTueH
HocuTen oOT peructbp ,Cnyxutenu” wmat camo
onpeneneHn  CRyXuTenu, BK/IIOYMTENIHO  OTAen
»,CUYETOBOACTBO”, KONTO M3BbPLLUBA NPeBo[, Ha paboTHUTE
3annaTtu, KakTo 1 ynpaButenute Ha [py>ecTBoToO.

6) poctbn pgo Peructop ,doctaBunumn” u Peructbp
»KOHTpareHTN”’ UMaT cny>xuTenute, Ha KOUTO AaHHUTE OT
CbOTBETHUS PEMMCTBLP ca HEOOXOAMMIN 3a U3MbJIHEHWE Ha
CNY>XEOHNTE UM 334 bJIKEHMS, @ UMEHHO: CTY>XKUTENUTE OT
oTgen ,2HopmartnsHo CbOTBETCTBME”, oToen
»,CYETOBOACTBO”, ynpaBuTenute Ha [py>KecTBOTO.
JInyHnTe QaHHW, CbXpaHsiBaHW Ha XapTWeH HocuTen, ca
pas3nosioKeHn B 060CO6EHN MOMELLEHNS N 3aKIHOYBaLLM
ce wkadoBe, p[OoOCTbN OO0 KOWTO wMaT camo
OTOPU3MpPAHUTE 3a TOBA CIY>XXUTENN.

6. nceBooOHNMM3AUMNA 1 KpI/II'ITOFpaCbCKa 3alnjuTa:

a) [pyXecTBOTO BbBeXna, KakTo KbM MOMEHTa Ha
onpenensiHeTo Ha cpepgcTeaTa 3a obpaboTBaHe, Taka U
KbM MOMEHTaA Ha camMoTo o6paboTBaHe, MoOXoAsLIM
TEXHWYECKM W OpraHM3aumoHHM MepKM, KOuTo ca
paspaboTeHn C ornen Ha edeKTUBHOTO MNpunaraHe Ha
NPUHUMNUTE 3a 3aliuTa Ha OaHHUTE, KOUTO BKJIOYBAT,
inter alia, nceBOOHMMM3aLUNSA, CBEXAaHe Ha AaHHUTe A0
MUHMMYM, KaKTO W WHTErpupaHe Ha HeobxoanmmTe
rapaHuum B npoueca Ha obpaboTBaHe, 3a ga ce cnasst

4. personal protection:

a) the office of the Company is in full compliance with the
normative requirements for fire safety and is equipped
with special means for fire protection. The head of each
department monitors the observance of the safety
measures in the respective room;

b) each employee is obliged to share critical information
found by him. Every employee responsible for the
processing of personal data and/or having access to them
is obliged to know and apply the rules for personal data
protection.

5. documentary protection:

a) only certain employees, including the Accounting
Department, who transfer salaries, as well as the
Directors, have direct access to the data on paper from
the Employees Register of the Company.

b) access to the Suppliers’ Register and the Contractors’
Register shall be granted to the employees whose data
from the respective register are necessary for the
performance of their official duties, namely: the
employees from the Regulatory Compliance Department,
the Accounting Department, the Directors of the
Company. Personal data stored on paper are located in
separate rooms and lockable cabinets, to which only
authorised employees have access.

6. pseudonymization and cryptographic protection:

a) The Company introduces, both at the time of
determining the means of processing and at the time of
processing, appropriate technical and organisational
measures that have been developed in order to effectively
apply the principles of data protection, which include, inter
alia, pseudonymisation, minimization of data, as well as
integration of the necessary safeguards in the processing
process in order to comply with the requirements of the
DPA and to ensure the protection of the rights of data
subjects;
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nsnckeanmsata Ha OP3[ n ga ce ocurypu sawimTa Ha
npasarta Ha cyGeKTMTe Ha AaHHU;

6) Opy>kKecTBOTO BbBeXAa NCeBOOHUMI3aLMS HA NINYHNUTE
JaHHM Ha eTan npoekTupaHe W no noapaséupaHe.
Lpy>xecTBOTO cuuTa, ye npunaraHeTo Ha
NceBOoOHMMM3aLIMA Ha NIMYHUTE OaHHU MOXe Oa Hamanu
CbLLIECTBEHO PUCKOBETE 3a CbLOTBETHUTE CYGEKTM Ha
JaHHM 1 Oa nomorHe Ha [py>kecTBOTO Oa W3Mb/HABa
CBOUTE 3ab/IKEHN] 3a 3alMTa Ha AaHHUTE;

B) B JombiHeHune,  [pyXecTBOTO n3nonsea
Kpuntorpadcknute Bb3MOXHOCTW Ha OrnepauyoHHUTE
cuUcTeMH 3a yrnpasneHve Ha 6a3u AaHHU U CTaHOapTHUTE
KpunTorpadckyn Bb3MOXHOCTM Ha KOMYHMKaLMOHHOTO
o6opyaBaHe. KOHKpeTHWTE MNPOTOKONM W  CUCTEMM,
paspeLlleHn 3a N3nosi3aBaHe, ca onucaxu B ,,CTaHOapT 3a
NHGOPMaLMOHHA CUIYPHOCT 1 ce 0GHOBABAT PErynsipHo.

FIABA VI. OENCTBUSI 3A 3ALLUTA MPU ABAPUM,
NMPOUSLLECTBUA U BEACTBUA

un. 37. (1) Bcekun cnyxnten Ha [py>XecTBOTO € A/Tb>XXeH
na ysegomn HesabasHo [JI3J1 npu Bb3HMKBaHe Ha
aBapwusi, NnpounsLwecTsne N 6eacTare, Npu KONTO e unmn 6u
Morna pga Obgoe 3acerHata  curypHoctrta  Ha
CbXpaHsiBaHUTE JIMYHM [daHHM B 6asaTa [aHHM Ha
Opy>xecTBOTO.

(2) HenocpenctBeHo cnep Kato e yBeOOMEHO 3a
HacTbnBaHeToO Ha nHuuaeHT no ON13J10 w/vnn cnyxuten
oT otaen ,HopmatmBHO cboTBeTCTBME cnegsa pna
npegonpueMe BCUYKM  Heobxoaumu  OEeNCTBUS  3a
NnoTBbpPXAaBaHe Ha BanMOHOCTTa Ha YBEOOMIIEHUETO,
orpaHu4yaBaHe Ha LeTUTe 1 6bOeLLO NpenoTBpaTaBaHe, B

T.u. ha  yBegomum  fvuara, npeacTasnsBaLLm
Opy>xecTBOTO.
(8 nMpu nbpBa Bb3MoxHOCT [OJ13J10 yBemomsiBa

npeacTasnssalLmTe [py>XecTBOTO Nnua 3a CbouTNETO No
an. 1, kato rm nHpopmupa 3a:

1. onucaHne Ha UHUMOEHTA;

2. BpemMeTo Ha yCTaHOBABAHETO Ha NMHUMOEHTAa;

b) the Company introduces pseudonymization of personal
data at the design stage and by default. The Company
considers that the application of pseudonymisation of
personal data can significantly reduce the risks for the
respective data subjects and help the Company to fulfil its
data protection obligations;

c) in addition, the Company uses the cryptographic
capabilities of the database management operating
systems and the standard cryptographic capabilities of
the communication equipment. The specific protocols and
systems authorized for use are described in the
Information Security Standard and are updated regularly.

CHAPTER VI ACTIONS FOR PROTECTION IN
ACCIDENTS, ACCIDENTS AND DISASTERS

Art. 37. (1) Each employee of the Company shall be
obliged to notify immediately the DPO in case of an
accident, accident and disaster, in which the security of
the stored personal data in the database of the Company
is or could be affected.

(2) Immediately after being notified of the occurrence of an
incident under the DPO and/or an employee of the
Regulatory Compliance Department shall take all
necessary actions to confirm the validity of the
notification, limit the damage and future prevention, incl.
to notify the persons representing the Company.

(8) As soon as possible, the DPO shall notify the persons
representing the Company of the event under para 1,
informing them of:

1. description of the incident;

2. the time of the establishment of the incident;
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3. NMLLEeTO, KOETO AoKaABa 3a UHUMOEHTA,;

4. nocnepcTeusTa  OT  UWHUMOEHTaA U MepKunTe 3a
OTCTPaHABaAHETO MYy.

(4) B cnyyan Ha HapyLlleHNe Ha CUrypPHOCTTa Ha INYHUTE
naHHn OJ13J1[, 6e3 HeHy>)KHO 3abaBsiHe 1 KOraTo ToBa e
OCBLLECTBMMO — HE MO-KbCHO OT 72 Yaca CNnef KaTo € ro
€ TnoTBbpaWi, YBedoMmsiBa 3a HapyweHWeTo Ha
CUrYPHOCTTA Ha JINYHUTE AaHHN KOMMETEHTHUS HaA30PEH
opraH, a umMeHHo KomucusiTa no 3awmra Ha JIM4HUTe
OaHHW. YBEeOOMIIEHMETO OO HaA30PHUSA OpraH CbObpXa
NpUYMHUTE 3a 3a6aBAHETO, KOraTo HE € NoAafAeHO B CPOK
oT 72 yaca.

(5) B yBemomneHeTo 0o KOMMNETEHTHUS HAA30PEH OpraH
CbrNacHO NPeOXoOHVs YNeH ce CbAbpXKa Hal-manko
cnegHoTo:

1. onncaHme Ha eCcTecTBOTO Ha HapyLlweHneTo Ha
CUrypHOCTTa Ha JINYHUTE [LOaHHW, BKJIHOYUTENHO, akKo e
Bb3MO>XXHO, Karteropumnte " I'IpVI6J'II/I3I/ITeJ'IHI/I$'-IT 6p0|2 Ha
3acerHatute Cy6eKTI/I Ha pJaHHn Wn Kareropunte u
ﬂpVI6J'II/I3VITeﬂHOTO KOJIN4eCTBO Ha 3acerHartunte 3anncu
Ha JINYHN OaHHW;

2. nocoyBaHe Ha UMETO U KoopauHaTuTe 3a Bpb3ka Ha
ON3J10, oT KoeTo MOXe g[a ce Monyydn mnoBeye
WHopmaums;

3. onncaHne Ha  eBeHTyallHuTe nocnegnun
HapyLeHneTo Ha CUr'ypHOCTTa Ha JINYHUTE OaHHWN;

oT

4. onucaHue Ha npeonpuneTnTe ot Iﬂ,py)KeCTBOTO MepKU
3a cnpaesdHe C HapyLweHNeTo Ha CUrypHOCTTa Ha JINYHUTEe
OaHHW, BKIKOYNTE/IHO MEpPKuUTe 3a HamangdBaHe Ha
eBeHTyallHunTe He6ﬂar0ﬂpl/|F|THI/I nocnegunun.

(6) Obpasey Ha yBeOOMIEHME OO HaA30PHWUSI OpraH B
Cryyali Ha HapyLleHWe Ha CUrypHOCTTa Ha NIYHUTE AaHHU
ce cbabpxa B lNpunoxeHue Ne 4.

(7) OpyXecTBOTO [OOKYMEHTMpa BCAKO  peasHO
HapylleHVe Ha CUIypHOCTTa Ha JIMYHWTE [aHHW,
BK/IIOUMTENHO haKTUTe, CBbp3aHM C HapylUeHUeTo Ha

3. the person who reports the incident;

4. the consequences of the incident and the measures for
its elimination.

(4) In case of violation of the security of personal data, the
DPO, without undue delay and when this is feasible - not
later than 72 hours after having confirmed it, shall notify
the competent supervisory body of the violation of the
security of personal data, and namely the Commission for
Personal Data Protection. The notification to the
supervisory authority shall contain the reasons for the
delay when it is not submitted within 72 hours.

(5) The notification to the competent supervisory authority
according to the previous article shall contain at least the
following:

1. description of the nature of the personal data breach,
including, if possible, the categories and the approximate
number of data subjects and categories and the
approximate amount of personal data records concerned;

2. indication of the name and contact details of the DPO,
from which more information can be obtained;

3. description of the possible consequences of the
violation of the security of the personal data;

4. description of the measures taken by the Company to
address the breach of personal data security, including
measures to reduce any adverse effects.

(6) A sample notification to the supervisory body in case
of personal data breach is contained in Schedule 4.

(7) The company shall document any actual breach of
personal data security, including the facts related to the
personal data breach, its consequences and the actions
taken to deal with it.
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CUrypHOCTTa Ha JINYHUTE OaHHW, nocneguunTe OT Hero 1
npeanpueTnte ID,eVICTBI/IS'-I 3a cnpassaHe C Hero.

FNABA Vil. CbOBLLABAHE HA CYBEKTA HA
OAHHUTE 3A HAPYLUEHUE HA CUTYPHOCTTA HA
JINYHUTE OAHHU

Yn. 38. (1) Korato nma BepoOSATHOCT HapyLUEHWETO Ha
CUrypHOCTTa Ha JINYHUTE aHHW Oa Nopoayu BMCOK PUCK
3a npaeata u cBobogute Ha UIMYECKUTE nua,
LpyxecTBOTO, 6€3 HEHY>XHO 3abaBsHe, cbobLiaBa Ha
cybekTa Ha JaHHUTe 3a HapyLIeHNEeTO Ha CUTYPHOCTTa Ha
JINYHUTE OaHHW.

(2) B cbobLueHneTo fo cybekta Ha JaHHWTE, Ha SICEH U
TOYEH €3VK Ce OMMcBa eCTeCTBOTO Ha HapyLIEHWETO Ha
CUIYpHOCTTa Ha JIMYHWTE [aHHM U Ce MnocoyBaT Hau-
Manko nHdopmMaumsTa, KosaTo e cbobuieHa oT OJ13/1 Ha
KOMMETEHTHNSI HAA30PEH OpraH.

(8) CvobweHre oo cybekTa Ha AaHHUTE He Ce U3MNCKBA,
aKo HsIKoe OT CllegHNTe YCNOBUS € U3MbJIHEHO:

1. py>KecTBOTO € Npeanpuesno Noaxoasiy TEXHNYECKM
N OpraHM3aLMoHHN MEpPKN 3a 3almTa U Tesn MepKu ca
GUNM NPUMOXEHN MO OTHOLUEHVWE Ha NNYHUTE OaHHuW,
3acerHaTii OT HapyLIEeHNeTO Ha CUIypPHOCTTa Ha NINYHNUTE
JaHHW, No-creumanHo MepKuTe, KOUTO MpasAT NudHUTe
JaHHN HepasbupaemMn 3a BCAKO /uLe, KOeTO HaAma
paspelleHe 3a [OCTbM 00 TAX, KaTto Hanpumep
KpUnTupaHe;

2. ,D,py)KeCTBOTO € B3eJ10 MEPKWN, KOUTO rapaHTmpar, 4e
Be4ye HAMa BEPOATHOCT Oa ce mMmartepunann3npa BUCOKUAT
PUCK 3a rnpasata un CBO60,D,VITe Ha Cy6eKTVITe Ha OaHHW;

3. nopo6Ho CboOLLEeHNE oun J0oBeno no
HenponopuuoHanHu ycunusl. B TakbB crydan ce npasu
nyb6nnyHo cvoOlieHe WK ce B3ema gpyra nogobHa
MsIpKa, Taka 4e cybekTuTe Ha faHHu fa 6bhat B egHakBa
cTeneH epeKkTUBHO NHHOPMUPaHN.

FNTABA Viil. CbXPAHSAABAHE, APXUBUPAHE U
YHULLO>XABAHE HA JINYHU OAHHU

Yn. 39. JInuHuTe pgaHHM ce CbXxpaHsiBaT Ha CbpPBbpU B
Mpexxara Ha [pyxecTBOTO. CucrtemHuTe

CHAPTER VII. COMMUNICATION OF THE DATA
SUBJECT FOR VIOLATION OF THE SECURITY OF
PERSONAL DATA

Art. 38. (1) When there is a probability that the violation of
the security of the personal data will cause a high risk for
the rights and freedoms of the natural persons, the
Company, without unnecessary delay, shall inform the
data subject about the violation of the security of the
personal data.

(2) The communication to the data subject shall, in clear
and precise language, describe the nature of the personal
data breach and shall indicate at least the information
communicated by the DPO to the competent supervisory
authority.

(8) Communication to the data subject is not required if
any of the following conditions is met:

1. the company has taken appropriate technical and
organisational protection measures and these measures
have been applied to personal data affected by the breach
of security. personal data, in particular measures that
make personal data incomprehensible to any person who
does not have permission to access it, such as encryption;

2. the Company has taken measures to ensure that the
high risk to the rights and freedoms of data subjects is no
longer likely to materialise;

3. such a communication would lead to disproportionate
efforts. In such a case, a public announcement shall be
made or another similar measure shall be taken so that the
data subjects are equally effectively informed.

CHAPTER VIIl. STORAGE, ARCHIVING AND
DESTRUCTION OF PERSONAL DATA

Art. 39. Personal data is stored on servers in the network
of the Company. System administrators regularly back up
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afMVHUCTPaTOpPU apXuBupaT pPerynsipHo AaHHUTe OT
CbpPBbPUTE BbB BCEKW AaTa LieHTbP Ha OUCKOBU MacuBK
B ApYrusl oarta LeHTbp.

un. 40. MpexBbPNSAHETO Ha AaHHW OT PerucTpuTe Ha apyr
afMVHNCTpaTop MOXe Aa 6bAe M3BbLPLIBaHO caMo Clief
npegBapuTenHo yBegomsiBaHe Ha KomucusaTa, ako
NPexXBbLPNISHETO € NPeOBMOEHO B 3aKOH U e Hanuue
NOEHTUYHOCT Ha LienvTe Ha 06paboTBaHeTo.

Un. 41. Cob3gaBaT ce BpeMeHHW dainoBe 3a
HeOoBOXOONMOTO TEXHNYECKO BPEME 3a UMMOPT Ha OaHHW.
dannoseTe ce yHWLWOXaBaT aBTOMAaTW4YHO OO €efHa
MUHyTa clnef NPUKIIoYBaHe Ha mMmnopTa. BpemeHHuTe
hannoBe ce CbxpaHsBaT B 3allMTeHa nanka ¢ gaHHu Ha
CbpBbpa, OO KOSATO Umar AOCTbM CaMO OnpegesneHn
CNy>XNTenu.

Yn. 42. [pyXeCTBOTO CbXpaHsiBa JSINYHUTE [OaHHU B
Pervuctsp ,KnueHtn B npogbixxeHne Ha Lenus nepuog,
Ha CblUeCTBYBaHe Ha [OrOBOPHUTE OTHOLUEHUS CbC
CbOTBETHUS K/IMEHT, HO He NOo-Manko oT 5 roavHu cnep
npekparsiBaHe Ha [OroBOPHUTE OTHOLIEHUSI C HEro,
He3aBNCMMO OT NPUYMHUTE 3a NPeKpaTsBaHETO.

Yn. 43. [Opy>XecTBOTO CbXpaHsiBa IMYHUTE OaHHUTE B
Peructep ,KoHTpareHTM B npogb/keHuMe Ha Luenus
nepuopn Ha CblLecTByBaHe Ha [OrOBOPHUTE OTHOLUEHUS
CbC CbOTBETHUSI KOHTpareHT, HO He Mo-Manko oT 5
roavHW cnep npekpaTsBaHe Ha JOrOBOPHUTE OTHOLLEHUS
C KOHTpareHTa, He3aBUCMMO OT nNpUYUHUTE 3a
npexkpaTsiBaHeTo.

Un. 44. (1) Opy>XecTBOTO CbXpaHsiBa CNegHUTE JINYHK
haHHu oT Peructbp ,,Cny>xxutenn® 3a cpok He Mo-Abiibr
oT 50 (neToeceT) rogMHN OT Bb3HWKBAHETO Ha TPYLOBOTO
NpaBoOTHOLLEHNe: TPyOooB  OOroBop, [O/TbXHOCTHA
XapakTepucTka, BedoMoCcTU 3a 3annatu. OtgenHu
JINYHM faHHu oT Peructop ,,Cny>xutenn” ce cbxpaHsisat
3a No-KpaTbK CPOK, Kato Hanpumep G60IHNYHN NINCTOBE,
KOWTO Ce CbXpaHsaBaT 3a CPoK OT 3 (TpW) rognHn, CHNTaHo
OT HadyanHarta gaTta Ha m3pgasaHe Ha OOSHUYHMS JIUCT.
JInyHnTE gaHHM NO HaCTOSALMS YfleH Ce CbXpaHsiBaT Ha
XapTUEH N eNeKTPOHEH HOCUTEN.

the data from the servers in each data centre to disk arrays
in the other data centre.

Art. 40. The transfer of data from the registers to another
controller may be carried out only after prior notification to
the Commission, if the transfer is provided by law and
there is an identity of the purposes of the processing.

Art. 41. Temporary files are created for the necessary
technical time for data import. The files are automatically
destroyed within one minute after the import is completed.
Temporary files are stored in a secure data folder on the
server, which is accessible only to certain employees.

Art. 42. The Company shall store the personal data in the
Clients’ Register for the entire period of existence of the
contractual relations with the respective client, but not
less than 5 years after the termination of the contractual
relations with him, regardless of the reasons for
termination.

Art. 43. The Company shall keep the personal data in the
Contractors’ Register for the entire period of existence of
the contractual relationship with the respective contractor,
but not less than 5 years after the termination of the
contractual relationship with the contractor, regardless of
the reasons for termination.

Art. 44. (1) The Company shall store the following personal
data from the Employees’ Register for a period not longer
than 50 (fifty) years from the occurrence of the
employment relationship: employment contract, job
description, payroll. Individual personal data from the
Employees’ Register are stored for a shorter period, such
as sick leaves, which are stored for a period of 3 (three)
years from the starting date of issuance of the sick leave.
Personal data under this Article shall be stored on paper
and electronic media.
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(2) NogpobHO onucaHne Ha BCUYKIM NPUNOXMMN CPOKOBE
3a CbXpaHeHWe Ha NUYHWU JaHHu  oT  Peructbp
»Cny>xutenn‘* ce cegbpxxart B NpunoxeHne ,,Cpokose 3a
CbXpaHeHne Ha OoKYyMeHTU” KbM BbTpellHa npouenypa
3a paboTta ¢ nnM4HM gaHHK B oTaen ,,CYeToBOACTBO .

(8 Otpen ,HopmartmBHO cbOTBETCTBME" OTroBapsa 3a
NPaBUIHOTO CbXpaHsiBaHe Ha JIMYHWTE [JaHHM B
CbOTBETHUTE PErUCTPU. YHULIOXABAHETO HA JINYHWU
LaHHM MoXe fa 6bae N3BbpLIBaHO caMo OT OnpeneneHn
CNy>XXUTeNn Ccnep  UW3puW4YHa WHCTPYKUMST Ha oTgen
»-HOPMaTMBHO CBLOTBETCTBME”, B KOSITO Ca YyKasaHu

BWOOBETE JINYHM OAHHW, CPOKBbT W HAYUHBLT Ha
YHULLIOXXaBaHe.
Un. 45. B ponbnHeHwe, cneg uM3TuW4aHe  Ha

ropecriomeHatnte CpoOKOBEe 3a CbXpaHeHune, oTaen
,,HOpMaTI/IBHO CbOTBETCTBME” WK3OaBa MHCTPYKLUNA 3a
YHNLLOXXaBaHEeTO Ha CbOTBETHUTE JIMYHW LOaHHW, 4pe3
KOATO Bb3slara Ha onpeperneH Chny>Xuten TAXHOTO
YHULLO>XXaBaHe, KaKTo criegBa:

1. IMYHM OaHHW, CbXpaHABaHW Ha XapTueH HocuTen —
MalLLUNHHO YHULLOXKaBaHe upes wpeaep;

2. INYHN JaHHW, CbXpaHaBaHM Ha eNeKTPOHEH HOCUTEN —
N3TpmBaHe OT eJieKTpoHHaTa 6asa ,D,aHHVI/ CbpBbpPU.

FNABA IX. NIPEAOCTABSAHE HA JINYHU JAHHU HA
TPETU JINLA U YNIPAXKHABAHE NMPABATA HA
CYBEKTUTE HA JIMYHN AAHHU

Yn. 46. [pyxecTBOTO uMma npaBo pfa paskpusa
WHOpMaUUS OTHOCHO CbXpaHsiBaHUTE JUYHU OaHHU
camo:

1. Ha Cy68KTa Ha OaHHWN NN Ha N3PUNYHO YMbJIHOMOLLEHO
OT Hero nmue, KoeTo npenocTtaBAa HoTapmajHO 3aBepeHo
NMbJIHOMOLLUHO C npefgcTtaBuTesiHa BNacT, Npwu cna3BaHe Ha
npouenypute 3a AoCTbM O0 NINYHNTE OaHHW,

2. Ha cBou KOHTpareHTn, Korarto O6pa6OTBaHeTO e
HeO6XO,EI,I/IMO 3a WM3NbJIHEHMETO Ha [[OoroBop Mexny
ID,py)KeCTBOTO N KOHTpareHta, npun cna3BaHe Ha
3aKOHOOAaTENICTBOTO 3a 3aluTa Ha JIn4HUTe OaHHW;

(2) Detailed description of all applicable terms for storage
of personal data from the Employees’ Register are
contained in Schedule - Terms for Storage of Documents
to the Internal procedure for work with personal data in
the Accounting Department.

(8) The Regulatory Compliance Department shall be
responsible for the proper storage of personal data in the
respective registers. The destruction of personal data may
be carried out only by certain employees after an explicit
instruction of the Regulatory Compliance Department,
which indicates the types of personal data, the term and
manner of destruction.

Art. 45. In addition, after the expiration of the above-
mentioned storage terms, the Regulatory Compliance
Department shall issue an instruction for the destruction
of the respective personal data, by which it shall assign to
a certain employee their destruction, as follows:

1. personal data stored on paper - machine shredder
destruction;

2. personal data stored on electronic media - deletion
from the electronic database / servers.

CHAPTER IX. PROVISION OF PERSONAL DATA TO
THIRD PARTIES AND EXERCISE OF THE RIGHTS OF
THE SUBJECTS OF PERSONAL DATA

Art. 46. The Company has the right to disclose information
about the stored personal data only:

1. to the data subject or to a person explicitly authorised
by him, who provides a notarized power of attorney with
representative authority, in compliance with the
procedures for access to personal data;

2. to its contractors, when the processing is hecessary for
the performance of a contract between the Company and
the contractor, in compliance with the legislation for
protection of personal data;
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3. Ha OnpaBOMOLLEHMUTE [ObpXaBHW OpraHn B
onpeneneHnTe oT 3aKoHa clyyaun 1 no onpeaeneHns ot
3aKoHa pen.

FNMABA X. OBYYEHME HA CITY>XKUTEJIUTE

Yn. 47. (1) Npwn nocTbnBaHe Ha paboTa B [py>XeCcTBOTO,
ON3J10 3ano3HaBa BCEKM CNy>XXWUTeNn C HacTosiluTe
npaeuna M HOPMATMBHUTE [LOKYMEHTW, CBbp3aHu C
MepKUTe 3a 3awmTa Ha NYHUTE [aHHW, KOeTo ce
yOoCTOBepsiBa C NOAMNNCBAHETO Ha Aeknapauus.

(2) ON3N4 nepuoguyHO UHOPMMPA CAY>XUTENUTE Ha
Lpy>XecTBOTO 3a HaCTbMWAM MPOMEHW B Ha4yMHa Ha
3awmMTa Ha NINYHUTE OaHHW, BKITKOUYUTESNHO 32 NPOMEHM B
HacTosALWMTE NpaBuaa WM 3a NPOMeHN B HopMaTtBHaTa
ypepba. 3a Bcekm nMNpoOBedeH UHCTPYKTaX Mo
NpPeaxoqHOTO U3pPeYeHne ce WU3roTes W MNoanucea
NPOTOKO/.

(8) Bceku cnyxuten Ha [OpyXecTBOTO npemunHaBsa
nHOMBMAyanHo oby4veHne, KOeTo oby4veHme ro 3ano3Hasa
¢ un3nckeaHusata Ha OP3M. Bcuukm HoBonocTbnuam
cnyxumtenn Ha pabota B [py>XecTBOTO NpemuHaBar
CbLLOTO 06y4eHne B cpok oT 3 (Tpu) paboTHWM OHW cneq
NoCTbMNBaHETO UM Ha paboTa.

FNABA XI. 3BAKJTIOYMUTEJTHU PASNOPEAOBU

§ 1. (1) (Nam. 04.04.2025 r.) HacTtoawuTe npasuna ce
npuemaTr Ha ocHoBaHne OP3[, 33J1 n octaHanute
noa3akoHOBM HOpPMaTuBHM akToBe Ha Penybnuka
Bbnrapus.

(2) HacToswmTe npaBuna ca npueTy B ABye3nyHa Bepcust
- Ha GbArapcku N aHrnMnckn esrk. Mpy npoTuBopeure
Mexxay OBeTe e3UKOBU Bepcun Gbirapckara Bepcust e
1Ma NpeaumcTBO.

§ 2. VN3bpoeHuTte no - pony npouemypu m obpasuu
npeacTaensiBaT HepasfenHa 4YacT OT  HacToswwuTe
npasuna:

1. Mpunoxexnne Ne 1 — Tlpouenypa 3a paboTta npwu
nocTbLNMAM MONOGM OT KIMEHTM Ha [pyXecTBOTO BbB

3. to the authorised state bodies in the cases determined
by the law and by the order determined by the law.

CHAPTER X. TRAINING OF EMPLOYEES

Art. 47. (1) Upon entering work in the Company, the DPO
shall acquaint each employee with these Rules and the
normative documents, related to the measures for
protection of the personal data, which shall be certified by
signing a declaration.

(2) The DPO periodically informs the employees of the
Company about changes in the manner of personal data
protection, including changes in these Rules and/or
changes in the regulations. A protocol shall be prepared
and signed for each conducted instruction under the
previous sentence.

(8) Each employee of the Company passes an individual
training, which acquaints him/her with the requirements of
GDPR. All newly hired employees of the Company
undergo the same training within 3 (three) working days
after starting work.

CHAPTER XI. FINAL PROVISIONS

§ 1. (1) (Amended on the 4" of April 2025). These Rules
are adopted on the basis of the GDPR, PDPA and the
other by-laws of the Republic of Bulgaria.

(2) These Rules have been adopted in bilingual versions -
in Bulgarian and English language. In case of
contradiction between the two language versions - the
Bulgarian language version shall prevail.

§ 2. The following procedures and samples are an integral
part of these Rules:

1. Schedule 1 - Procedure for work on requests from
clients of the Company in connection with the exercise of
their rights under the Regulation;
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Bpb3ka C YyrpaxHsBaHe Ha npaBaTa WM CbrlacHo
PernameHra;

2. MpunoxeHne Ne 2 — [lpouenypa 3a paboTta npu
NoCTLAMAM MOMOM OT CryXuUTenn Ha [pyXecTBOTO BbB
Bpb3Ka C ynpaxHsiBaHe Ha npaBaTta um cbrnacHo OP3[;

3. MNpunoxeHne Ne 3 — O6pasewl Ha yBedoMIieHVE [0
Hag30pHUST opraH B CrfyYa Ha HapyweHue Ha
CUIYPHOCTTa Ha NINYHWUTE AaHHMW.

§ 3. (Mam. 04.04.2025 r.) HacTtosimTe npaBuna ca npuetu
Ha 15.02.2025 r. u ca cbOTBETHO U3MeHeHn Ha 04.04.2025
r. OT ynpaBuTens Ha [py>XecTBoTo.

2. Schedule 2 - Procedure for work in case of received
requests from employees of the Company in connection
with the exercise of their rights under the ORD;

3. Schedule 3 - Model notification to the supervisory
authority in case of breach of personal data security.

§ 3. (Amended on the 4™ of April 2025) These Rules have
been adopted on the 15" of February 2025 and have been
subsequently amended on the 4" of April 2025 by the
Director of the Company.
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